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Ⱦɨɰ. ɞɪ Ʉɪɢɫɬɢʁɚɧ Ʉɭɤ 
Ʉɪɢɦɢɧɚɥɢɫɬɢɱɤɨ-ɩɨɥɢɰɢʁɫɤɚ ɚɤɚɞɟɦɢʁɚ, Ȼɟɨɝɪɚɞ 
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Ɋɚʃɢɜɨɫɬ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɧɚ ɡɥɨɧɚɦɟɪɧɟ 
ɩɪɨɝɪɚɦɟ 
 
Ⱥɩɫɬɪɚɤɬ: ɂɚɤɨ ɩɨɫɬɨʁɢ ɜɟɥɢɤɢ ɛɪɨʁ ɫɬɜɚɪɢ ɨɞ ɤɨʁɢɯ ʁɟ ɩɨɬɪɟ-
ɛɧɚ ɡɚɲɬɢɬɚ, ɝɥɚɜɧɟ ɫɭ ɨɧɟ ɤɨʁɟ ɫɟ ɩɨʁɚɜʂɭʁɭ ɫɚ ɂɧɬɟɪɧɟɬɚ. Ɇɧɨɝɨ 
ɲɬɟɬɧɢɯ ɩɪɨɝɪɚɦɚ ɫɟ ɢɧɫɬɚɥɢɪɚ ɧɟɩɪɢɦɟɬɧɨ ɧɚ ɪɚɱɭɧɚɪ ɤɨɪɢɫɧɢɤɚ ɢ 
ɧɚ ʃɢɯɨɜɭ ɢɧɫɬɚɥɚɰɢʁɭ ɛɟɡ ɨɞɝɨɜɚɪɚʁɭʄɟ ɡɚɲɬɢɬɟ ɧɟ ɦɨɠɟ ɞɚ ɫɟ ɭɬɢɱɟ. 
Ʉɚɞ ɫɟ ɬɨ ɞɨɝɨɞɢ, ɨɛɢɱɧɨ ʁɟ ɤɚɫɧɨ ɢ ɩɨɬɪɟɛɧɚ ʁɟ ɞɟɬɚʂɧɚ ɩɪɨɜɟɪɚ ɰɟɥɨɝ 
ɪɚɱɭɧɚɪɚ. Ɇɧɨɝɢ ɜɢɪɭɫɢ ɢ ɛɪɨʁɧɢ ɯɚɤɟɪɢ ɧɚ ɦɨɛɢɥɧɢɦ ɭɪɟɻɚʁɢɦɚ ɩɨɫɬɚʁɭ 
ɞɚɧɚɫ ɫɜɟ ɜɟʄɢ ɩɪɨɛɥɟɦ ɭ ɡɚɲɬɢɬɢ ɥɢɱɧɢɯ ɢɧɮɨɪɦɚɰɢʁɚ. ȼɢɪɭɫɢ ɡɚ 
ɦɨɛɢɥɧɟ ɬɟɥɟɮɨɧɟ ɨɞɚɜɧɨ ɧɢɫɭ ɧɨɜɨɫɬ, ɜɟʄɢɧɚ ɤɨɪɢɫɧɢɤɚ ɨɜɢɯ ɭɪɟɻɚʁɚ 
ɡɚɪɚɠɟɧɢɯ ɦɚɥɜɟɪɨɦ ɧɟ ɡɧɚ ɡɚ ɢɧɮɟɤɰɢʁɭ ɡɚɬɨ ɲɬɨ ɧɟ ɡɧɚʁɭ ɡɚ 
ɛɟɡɛɟɞɧɨɫɧɟ ɩɪɨɩɭɫɬɟ ʃɢɯɨɜɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ. ɍ ɨɜɨɦ ɪɚɞɭ 
ɩɪɢɤɚɡɚɧ ʁɟ ɩɪɟɝɥɟɞ ɨɞɝɨɜɚɪɚʁɭʄɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɤɨʁɢ 
ɩɨɞɪɠɚɜɚʁɭ ɲɢɮɪɨɜɚʃɟ ɭ ɨɞɧɨɫɭ ɧɚ ɢɡɚɛɪɚɧɢ ɦɨɛɢɥɧɢ ɬɟɥɟɮɨɧ, ɲɬɨ 
ɦɨɠɟ ɞɨɜɟɫɬɢ ɞɨ ɜɟʄɟɝ ɧɢɜɨ ɛɟɡɛɟɞɧɨɫɬɢ ɫɚɦɨɝ ɭɪɟɻɚʁɚ. ɉɨɫɬɨʁɢ ɦɧɨɝɨ 
ɪɚɡɥɢɱɢɬɢɯ ɜɪɫɬɚ ɲɬɟɬɧɢɯ ɫɨɮɬɜɟɪɚ ɤɨʁɢ ɭɬɢɱɭ ɧɚ ɛɟɡɛɟɞɧɨɫɬ ɦɨ-
ɛɢɥɧɢɯ ɭɪɟɻɚʁɚ ɚɥɢ ɢ ɧɚ ɩɟɪɫɨɧɚɥɧɟ (ɥɢɱɧɟ) ɪɚɱɭɧɚɪɫɤɟ ɫɢɫɬɟɦɟ ɤɨɪɢɫɧɢ-
ɤɚ, ɤɚɨ ɲɬɨ ɫɭ: ɜɢɪɭɫɢ, ɬɪɨʁɚɧɰɢ, ɦɚɥɜɟɪɢ, bootkit-ɨɜɢ ɢ ɞɪɭɝɢ. Master 
boot ɫɟɤɬɨɪ, ɩɪɜɢ ɫɟɤɬɨɪ ɯɚɪɞ ɞɢɫɤɚ ɭ ɪɚɱɭɧɚɪɫɤɨɦ ɫɢɫɬɟɦɭ ɧɚ ɤɨɦɟ ɫɟ 
ɧɚɥɚɡɢ ɤɨɞ ɩɨɬɪɟɛɚɧ ɡɚ ɩɨɤɪɟɬɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ, ɱɟɫɬɨ ʁɟ 
ɦɟɬɚ ɧɚɩɚɞɚ ɫɩɟɰɢɮɢɱɧɟ ɜɪɫɬɟ ɜɢɪɭɫɚ, ɬɡɜ. bootkit-ɨɜɚ ɢɥɢ rootkit-ɨɜɚ. 
ɉɨɲɬɨ ɫɭ ɧɟɜɢɞʂɢɜɢ ɡɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɜɟɨɦɚ ɢɯ ʁɟ ɬɟɲɤɨ 
ɭɤɥɨɧɢɬɢ ɫɚ ɡɚɪɚɠɟɧɨɝ ɪɚɱɭɧɚɪɚ, ɩɚ ɫɟ ɭ ɪɚɞɭ, ɤɪɨɡ ɩɪɟɝɥɟɞ ɪɚʃɢɜɨɫɬɢ 
ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ, ɫɤɪɟʄɟ ɩɚɠʃɚ ɧɚ ʃɢɯɨɜ ɦɨɝɭʄɢ ɧɚɩɚɞ. 
Ʉʂɭɱɧɟ ɪɟɱɢ: ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɪɚʃɢɜɨɫɬ, ɦɚɥɢɰɢɨɡɧɢ 
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Ɋɚʃɢɜɨɫɬ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɧɚ ɡɥɨɧɚɦɟɪɧɟ 
ɩɪɨɝɪɚɦɟ 
 
Ⱥɩɫɬɪɚɤɬ: ɂɚɤɨ ɩɨɫɬɨʁɢ ɜɟɥɢɤɢ ɛɪɨʁ ɫɬɜɚɪɢ ɨɞ ɤɨʁɢɯ ʁɟ ɩɨɬɪɟ-
ɛɧɚ ɡɚɲɬɢɬɚ, ɝɥɚɜɧɟ ɫɭ ɨɧɟ ɤɨʁɟ ɫɟ ɩɨʁɚɜʂɭʁɭ ɫɚ ɂɧɬɟɪɧɟɬɚ. Ɇɧɨɝɨ 
ɲɬɟɬɧɢɯ ɩɪɨɝɪɚɦɚ ɫɟ ɢɧɫɬɚɥɢɪɚ ɧɟɩɪɢɦɟɬɧɨ ɧɚ ɪɚɱɭɧɚɪ ɤɨɪɢɫɧɢɤɚ ɢ 
ɧɚ ʃɢɯɨɜɭ ɢɧɫɬɚɥɚɰɢʁɭ ɛɟɡ ɨɞɝɨɜɚɪɚʁɭʄɟ ɡɚɲɬɢɬɟ ɧɟ ɦɨɠɟ ɞɚ ɫɟ ɭɬɢɱɟ. 
Ʉɚɞ ɫɟ ɬɨ ɞɨɝɨɞɢ, ɨɛɢɱɧɨ ʁɟ ɤɚɫɧɨ ɢ ɩɨɬɪɟɛɧɚ ʁɟ ɞɟɬɚʂɧɚ ɩɪɨɜɟɪɚ ɰɟɥɨɝ 
ɪɚɱɭɧɚɪɚ. Ɇɧɨɝɢ ɜɢɪɭɫɢ ɢ ɛɪɨʁɧɢ ɯɚɤɟɪɢ ɧɚ ɦɨɛɢɥɧɢɦ ɭɪɟɻɚʁɢɦɚ ɩɨɫɬɚʁɭ 
ɞɚɧɚɫ ɫɜɟ ɜɟʄɢ ɩɪɨɛɥɟɦ ɭ ɡɚɲɬɢɬɢ ɥɢɱɧɢɯ ɢɧɮɨɪɦɚɰɢʁɚ. ȼɢɪɭɫɢ ɡɚ 
ɦɨɛɢɥɧɟ ɬɟɥɟɮɨɧɟ ɨɞɚɜɧɨ ɧɢɫɭ ɧɨɜɨɫɬ, ɜɟʄɢɧɚ ɤɨɪɢɫɧɢɤɚ ɨɜɢɯ ɭɪɟɻɚʁɚ 
ɡɚɪɚɠɟɧɢɯ ɦɚɥɜɟɪɨɦ ɧɟ ɡɧɚ ɡɚ ɢɧɮɟɤɰɢʁɭ ɡɚɬɨ ɲɬɨ ɧɟ ɡɧɚʁɭ ɡɚ 
ɛɟɡɛɟɞɧɨɫɧɟ ɩɪɨɩɭɫɬɟ ʃɢɯɨɜɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ. ɍ ɨɜɨɦ ɪɚɞɭ 
ɩɪɢɤɚɡɚɧ ʁɟ ɩɪɟɝɥɟɞ ɨɞɝɨɜɚɪɚʁɭʄɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɤɨʁɢ 
ɩɨɞɪɠɚɜɚʁɭ ɲɢɮɪɨɜɚʃɟ ɭ ɨɞɧɨɫɭ ɧɚ ɢɡɚɛɪɚɧɢ ɦɨɛɢɥɧɢ ɬɟɥɟɮɨɧ, ɲɬɨ 
ɦɨɠɟ ɞɨɜɟɫɬɢ ɞɨ ɜɟʄɟɝ ɧɢɜɨ ɛɟɡɛɟɞɧɨɫɬɢ ɫɚɦɨɝ ɭɪɟɻɚʁɚ. ɉɨɫɬɨʁɢ ɦɧɨɝɨ 
ɪɚɡɥɢɱɢɬɢɯ ɜɪɫɬɚ ɲɬɟɬɧɢɯ ɫɨɮɬɜɟɪɚ ɤɨʁɢ ɭɬɢɱɭ ɧɚ ɛɟɡɛɟɞɧɨɫɬ ɦɨ-
ɛɢɥɧɢɯ ɭɪɟɻɚʁɚ ɚɥɢ ɢ ɧɚ ɩɟɪɫɨɧɚɥɧɟ (ɥɢɱɧɟ) ɪɚɱɭɧɚɪɫɤɟ ɫɢɫɬɟɦɟ ɤɨɪɢɫɧɢ-
ɤɚ, ɤɚɨ ɲɬɨ ɫɭ: ɜɢɪɭɫɢ, ɬɪɨʁɚɧɰɢ, ɦɚɥɜɟɪɢ, bootkit-ɨɜɢ ɢ ɞɪɭɝɢ. Master 
boot ɫɟɤɬɨɪ, ɩɪɜɢ ɫɟɤɬɨɪ ɯɚɪɞ ɞɢɫɤɚ ɭ ɪɚɱɭɧɚɪɫɤɨɦ ɫɢɫɬɟɦɭ ɧɚ ɤɨɦɟ ɫɟ 
ɧɚɥɚɡɢ ɤɨɞ ɩɨɬɪɟɛɚɧ ɡɚ ɩɨɤɪɟɬɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ, ɱɟɫɬɨ ʁɟ 
ɦɟɬɚ ɧɚɩɚɞɚ ɫɩɟɰɢɮɢɱɧɟ ɜɪɫɬɟ ɜɢɪɭɫɚ, ɬɡɜ. bootkit-ɨɜɚ ɢɥɢ rootkit-ɨɜɚ. 
ɉɨɲɬɨ ɫɭ ɧɟɜɢɞʂɢɜɢ ɡɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɜɟɨɦɚ ɢɯ ʁɟ ɬɟɲɤɨ 
ɭɤɥɨɧɢɬɢ ɫɚ ɡɚɪɚɠɟɧɨɝ ɪɚɱɭɧɚɪɚ, ɩɚ ɫɟ ɭ ɪɚɞɭ, ɤɪɨɡ ɩɪɟɝɥɟɞ ɪɚʃɢɜɨɫɬɢ 
ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ, ɫɤɪɟʄɟ ɩɚɠʃɚ ɧɚ ʃɢɯɨɜ ɦɨɝɭʄɢ ɧɚɩɚɞ. 
Ʉʂɭɱɧɟ ɪɟɱɢ: ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɪɚʃɢɜɨɫɬ, ɦɚɥɢɰɢɨɡɧɢ 
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ɍɜɨɞ 

ɍ ɫɜɨɦ ɞɨɫɚɞɚɲʃɟɦ ɪɚɡɜɨʁɭ ɢɧɮɨɪɦɚɰɢɨɧɨ-ɤɨɦɭɧɢɤɚɰɢɨɧɟ 
ɬɟɯɧɨɥɨɝɢʁɟ ɫɭ ɞɨɧɟɥɟ ɨɝɪɨɦɧɟ ɩɪɨɦɟɧɟ ɭ ɪɚɡɜɨʁɭ ɞɪɭɲɬɜɚ. ɂɧɬɟɪɧɟɬ, 
ɦɨɛɢɥɧɢ ɬɟɥɟɮɨɧɢ ɢ ɞɪɭɝɚ ɫɚɜɪɟɦɟɧɚ ɫɪɟɞɫɬɜɚ ɤɨɦɭɧɢɤɚɰɢʁɟ ɩɨɫɬɚɥɢ ɫɭ 
ɧɟɢɡɛɟɠɧɢ ɞɟɨ ɫɚɜɪɟɦɟɧɨɝ ɞɪɭɲɬɜɚ. ɀɢɜɨɬ ɫɟ ɭ ɩɨɫɥɟɞʃɨʁ ɞɟɰɟɧɢʁɢ XX 
ɜɟɤɚ ɢɡɦɟɧɢɨ ɡɚɯɜɚʂɭʁɭʄɢ ɢ ɢɡɭɡɟɬɧɨɦ ɬɟɯɧɨɥɨɲɤɨɦ ɧɚɩɪɟɬɤɭ. 
Ɍɟɯɧɨɥɨɝɢʁɚ ʁɟ ɩɨɫɬɚɥɚ ɦɨʄɚɧ ɚɥɚɬ, ɦɟɻɭɬɢɦ ɨɧɚ ɦɨɠɟ ɛɢɬɢ ɢ 
ɡɥɨɭɩɨɬɪɟɛʂɟɧɚ ʁɟɪ ʁɟ ɭʁɟɞɧɨ ɩɨɫɬɚɥɚ ɢ ɝɥɨɛɚɥɧɨ ɞɨɫɬɭɩɧɚ, ɩɚ ɫɚɦɢɦ 
ɬɢɦ ɪɚɫɬɟ ɢ ɛɪɨʁ ɩɨɬɟɧɰɢʁɚɥɧɢɯ ɪɢɡɢɤɚ ɨɞ ɧɚɩɚɞɚ ɫɚ ɂɧɬɟɪɧɟɬɚ. 
ɂɧɬɟɪɧɟɬ ʁɟ ɭɜɟʄɚɨ ɥɚɤɨʄɭ ɢ ɛɪɡɢɧɭ ɤɨʁɨɦ ɫɟ ɫɩɪɨɜɨɞɟ ɩɪɨɬɢɜɩɪɚɜɧɟ 
ɚɤɬɢɜɧɨɫɬɢ, ɭɤɥɚʃɚʁɭʄɢ ɮɢɡɢɱɤɚ ɨɝɪɚɧɢɱɟʃɚ ɢ ɫɦɚʃɭʁɭʄɢ ɮɢɡɢɱɤɢ 
ɧɚɩɨɪ ɡɚ ɩɪɟɜɚɪɭ (Krutz,Vines, 2001: 11). ɍ ɞɚɧɚɲʃɟ ɜɪɟɦɟ ɢɧɮɨɪɦɚɰɢʁɚ 
ʁɟ ʁɟɞɚɧ ɨɞ ɧɚʁɜɚɠɧɢʁɢɯ ɢ ɧɚʁɫɤɭɩʂɢɯ ɪɟɫɭɪɫɚ ɭ ɩɨɫɥɨɜɚʃɭ. ȵɟɧɨ 
ɩɪɚɜɨɜɪɟɦɟɧɨ ɩɨɫɟɞɨɜɚʃɟ, ʃɟɧɚ ɢɫɩɪɚɜɧɨɫɬ ɢ ɬɚʁɧɨɫɬ ɱɟɫɬɨ ɫɭ ɨɞ 
ɨɞɥɭɱɭʁɭʄɟ ɜɚɠɧɨɫɬɢ ɭ ɩɨɫɥɨɜɚʃɭ ɛɢɥɨ ɤɨʁɟ ɢɧɫɬɢɬɭɰɢʁɟ. 
ɉɨɬɪɟɛɧɨ ʁɟ ɢɫɬɚʄɢ ɞɚ ɱɚɤ ɢ ɧɚʁɫɩɪɟɦɧɢʁɟ (ɩɨ ɩɢɬɚʃɭ ɛɟɡɛɟɞɧɨ-
ɫɬɢ) ɨɪɝɚɧɢɡɚɰɢʁɟ ɦɨɝɭ ɛɢɬɢ ɫɭɨɱɟɧɟ ɫɚ ɩɪɨɬɢɜɩɪɚɜɧɢɦ ɚɤɬɢɜɧɨɫɬɢɦɚ, 
ɤɚɨ ɲɬɨ ɫɭ ɞɟɥɚ ɩɪɟɜɚɪɟ, ɤɪɚɻɟ, ɭɩɚɞɚ ɭ ɪɚɱɭɧɚɪɫɤɟ ɫɢɫɬɟɦɟ, 
ɮɢɧɚɧɫɢʁɫɤɟ ɩɪɟɜɚɪɟ, ɤɪɚɻɚ ɢɧɬɟɥɟɤɬɭɚɥɧɟ ɫɜɨʁɢɧɟ (ȭɢɤɚɧɨɜɢʄ, 2010: 
139), DDOS ɧɚɩɚɞɢ (ýisar, 2013: 113), ɩɨɞɦɟɬɚʃɟ ɦɚɥɢɰɢɨɡɧɢɯ ɩɪɨɝɪɚɦɚ 
ɢ ɞɪɭɝɟ ɩɪɨɬɢɜɩɪɚɜɧɟ ɚɤɬɢɜɧɨɫɬɢ. ɇɚ ɩɪɢɦɟɪ, ɢɧɰɢɞɟɧɬɢ ɤɨʁɢ ɫɟ 
ɞɟɲɚɜɚʁɭ ɭ ɨɤɜɢɪɭ ɨɪɝɚɧɢɡɚɰɢʁɟ ɭɝɥɚɜɧɨɦ ɫɟ ɨɞɧɨɫɟ ɧɚ ɩɪɨɛɥɟɦ ɤɚɨ ɲɬɨ 
ʁɟ ɲɢɪɟʃɟ ɦɚɥɢɰɢɨɡɧɢɯ ɩɪɨɝɪɚɦɚ (ɧɚ ɩɪɢɦɟɪ ɜɢɪɭɫɚ, ɰɪɜɚ, ɲɩɢʁɭɧɫɤɢɯ 
ɩɪɨɝɪɚɦɚ). 
Ɇɚɥɢɰɢɨɡɧɢ ɫɨɮɬɜɟɪ ɢɥɢ ɫɤɪɚʄɟɧɨ ɦɚɥɜɟɪ (malware) ʁɟ ɫɨɮɬɜɟɪ 
ɤɨʁɢ ʁɟ ɞɢɡɚʁɧɢɪɚɧ ɞɚ ɫɟ ɢɧɮɢɥɬɪɢɪɚ ɭ ɤɨɦɩʁɭɬɟɪɫɤɢ ɫɢɫɬɟɦ ɛɟɡ 
ɢɧɮɨɪɦɢɫɚʃɚ ɢ ɩɪɢɫɬɚɧɤɚ ʃɟɝɨɜɨɝ ɜɥɚɫɧɢɤɚ. Ɉɜɨ ʁɟ ɨɩɲɬɢ ɬɟɪɦɢɧ ɤɨʁɢ 
ɤɨɪɢɫɬɟ ɫɬɪɭɱʃɚɰɢ ɞɚ ɨɩɢɲɭ ɪɚɡɥɢɱɢɬɟ ɨɛɥɢɤɟ ɧɟɩɪɢʁɚɬɟʂɫɤɨɝ, 
ɧɚɦɟɬʂɢɜɨɝ ɢɥɢ ɞɨɫɚɞɧɨɝ ɫɨɮɬɜɟɪɚ ɢɥɢ ɩɪɨɝɪɚɦɫɤɨɝ ɤɨɞɚ. ɂɡɪɚɡ 
„ɤɨɦɩʁɭɬɟɪɫɤɢ ɜɢɪɭɫ“ ɨɛɭɯɜɚɬɚ ɫɜɟ ɬɢɩɨɜɟ ɦɚɥɢɰɢɨɡɧɨɝ ɫɨɮɬɜɟɪɚ, ɤɚɨ ɢ 
ɩɪɚɜɟ ɜɢɪɭɫɟ. 
ȼɢɪɭɫɢ, ɰɪɜɢ ɢ ɬɪɨʁɚɧɫɤɢ ɤɨʃɢ ɫɭ ɡɥɨɧɚɦɟɪɧɢ ɩɪɨɝɪɚɦɢ ɤɨʁɢ ɦɨɝɭ 
ɞɚ ɢɡɚɡɨɜɭ ɲɬɟɬɭ ɧɚ ɪɚɱɭɧɚɪɭ ɢ ɩɨɞɚɰɢɦɚ ɤɨʁɢ ɫɭ ɧɚ ʃɟɦɭ. Ɉɧɢ ɬɚɤɨɻɟ 
ɦɨɝɭ ɞɚ ɭɫɩɨɪɟ ɂɧɬɟɪɧɟɬ ɜɟɡɭ, ɩɚ ɱɚɤ ɢ ɞɚ ɤɨɪɢɫɬɟ ɤɨɪɢɫɧɢɤɨɜ ɪɚɱɭɧɚɪ 
ɡɚ ɞɚʂɟ ɲɢɪɟʃɟ ɧɚ ɪɚɱɭɧɚɪɟ ɤɨɪɢɫɧɢɤɨɜɢɯ ɩɪɢʁɚɬɟʂɚ, ɩɨɪɨɞɢɰɟ, ɤɨɥɟɝɚ, 
ɤɚɨ ɢ ɧɚ ɨɫɬɚɬɚɤ ɜɟɛɚ. Ɇɚɥɢɰɢɨɡɧɢ ɤɨɞ ɧɚ ɢɧɮɢɰɢɪɚɧɨɦ ɪɚɱɭɧɚɪɭ ɦɨɠɟ 
ɞɚ: ɢɡɜɪɲɢ ɛɪɢɫɚʃɟ/ɩɪɟɭɡɢɦɚʃɟ ɨɫɟɬʂɢɜɢɯ ɮɚʁɥɨɜɚ, ɩɪɚɜɢ ɨɞ 
ɤɨɪɢɫɧɢɤɚ ɢɡɜɨɪ ɡɚɪɚɡɟ ɧɚ ɂɧɬɟɪɧɟɬɭ, ɩɪɚɬɢ ɫɜɟ ɩɨɤɪɟɬɟ ɧɚ ɬɚɫɬɚɬɭɪɢ, 
ɦɨɠɟ ɞɚ ɝɪɟɛɭʁɟ ɜɢɞɟɨ ɫɚɞɪɠɚʁ ɫɚ ɤɚɦɟɪɚ ɧɚ ɤɨɪɢɫɧɢɱɤɨɦ ɤɨɦɩʁɭɬɟɪɭ 
ɢɥɢ ɚɭɞɢɨ ɫɢɝɧɚɥ ɫɚ ɦɢɤɪɨɮɨɧɚ, ɞɚ ɦɚɫɤɢɪɚ ɫɜɨʁɟ ɩɪɢɫɭɫɬɜɨ ɫɤɪɢɜɚʁɭʄɢ 
ɮɚʁɥɨɜɟ, ɩɪɨɰɟɫɟ ɢ ɭɩɨɬɪɟɛɭ ɦɪɟɠɟ (Sikorski, Honig, 2012: 5). 





Ɇɨɞɟɪɧɢ ɤɨɦɩʁɭɬɟɪɫɤɢ ɫɢɫɬɟɦɢ ɫɟ ɫɚɫɬɨʁɟ ɨɞ ʁɟɞɧɨɝ ɢɥɢ ɜɢɲɟ 
ɩɪɨɰɟɫɨɪɚ, ɦɟɦɨɪɢʁɟ, ɞɢɫɤɨɜɚ, ɬɚɫɬɚɬɭɪɟ, ɞɢɫɩɥɟʁɚ ɢ ɞɪɭɝɢɯ ɭɥɚɡɧɨ-
ɢɡɥɚɡɧɢɯ ɭɪɟɻɚʁɚ, ɲɬɨ ɩɪɟɞɫɬɚɜʂɚ ɫɥɨɠɟɧ ɫɢɫɬɟɦ. ɉɢɫɚʃɟ ɩɪɨɝɪɚɦɚ 
ɤɨʁɢ ɧɚɞɡɢɪɭ ɨɜɟ ɤɨɦɩɨɧɟɧɬɟ ɢ ɩɪɚɜɢɥɧɨ ɢɯ ɤɨɪɢɫɬɟ ʁɟ ɜɪɥɨ ɬɟɠɚɤ 
ɩɨɫɚɨ. ɂɡ ɬɨɝ ɪɚɡɥɨɝɚ ɤɨɦɩʁɭɬɟɪɢ ɩɨɫɟɞɭʁɭ „ɫɥɨʁ“ ɫɨɮɬɜɟɪɚ, ɧɚɡɜɚɧ 
ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ (ɫɤɪɚʄɟɧɨ Ɉɋ), ɱɢʁɢ ʁɟ ɩɨɫɚɨ ɞɚ ɭɩɪɚɜʂɚ ɫɜɢɦ ɨɜɢɦ 
ɭɪɟɻɚʁɢɦɚ ɢ ɞɚ ɨɛɟɡɛɟɞɢ ɤɨɪɢɫɧɢɱɤɟ ɩɪɨɝɪɚɦɟ ɤɨʁɢ ɢɦɚʁɭ ʁɟɞɧɨɫɬɚɜɧɟ 
ɢɧɬɟɪɮɟʁɫɟ ɩɪɟɦɚ ɯɚɪɞɜɟɪɭ. 
ɉɪɢ ɬɨɦɟ ɯɚɪɞɜɟɪ ɪɚɱɭɧɚɪɚ ɩɪɟɞɫɬɚɜʂɚ „ɫɢɪɨɜɭ“ ɪɚɱɭɧɚɪɫɤɭ ɦɨʄ, 
ɚ ɡɚɞɚɬɚɤ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ʁɟ ɞɚ ɯɚɪɞɜɟɪɫɤɟ ɦɨɝɭʄɧɨɫɬɢ ɭɱɢɧɢ 
ɞɨɫɬɭɩɧɢɦ ɢ ɩɨ ɦɨɝɭʄɧɨɫɬɢ ɭɞɨɛɧɢɦ ɡɚ ɫɜɚɤɨɝ ɤɨɪɢɫɧɢɤɚ (Silberschatz,
Galvin,Gagne, 2004: 31). Ⱦɢɡɚʁɧ ɢ ɢɡɪɚɞɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ʁɟ ɭɫɤɨ 
ɩɨɜɟɡɚɧɚ ɫɚ ɯɚɪɞɜɟɪɨɦ ɤɚɨ ɨɫɧɨɜɨɦ ɧɚ ɤɨʁɨʁ ɫɟ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
ɢɡɝɪɚɻɭʁɟ, ɩɚ ɡɚɬɨ ɩɪɨɢɡɜɨɻɚɱɢ ɯɚɪɞɜɟɪɚ ɧɚʁɱɟɲʄɟ ɩɪɨɢɡɜɨɞɟ ɢ ɫɜɨʁɟ 
ɨɩɟɪɚɬɢɜɧɟ ɫɢɫɬɟɦɟ. Ɂɛɨɝ ɬɨɝɚ ɢɦɚɦɨ ɜɢɲɟ ɪɚɡɥɢɱɢɬɢɯ ɩɪɢɫɬɭɩɚ, ɧɢɜɨɚ, 
ɜɟɪɡɢʁɚ ɢ ɧɚɦɟɧɚ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ (Tanenbaum, 2012: 33). Ʉɨɪɢɫɧɢɤ 
ɜɢɞɢ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɩɪɟɤɨ ʁɟɡɢɤɚ ɡɚ ɤɭɦɭɧɢɤɚɰɢʁɭ ɫɚ ʃɢɦ 
(ɤɨɦɚɧɞɧɢ ʁɟɡɢɤ, ɤɨɧɬɪɨɥɧɨ-ɭɩɪɚɜʂɚɱɤɢ ʁɟɡɢɤ), ɚ ɜɟʄɢɧɚ ɭɧɭɬɪɚɲʃɢɯ 
ɩɪɨɛɥɟɦɚ, ɪɟɲɟʃɚ ɢ ɩɨɫɬɭɩɚɤɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɡɚ ɤɨɪɢɫɧɢɤɚ ʁɟ 
ɬɪɚɧɫɩɚɪɟɧɬɧɚ (ɨɧ ɨ ʃɢɦɚ ɧɟ ɦɨɪɚ ɞɚ ɜɨɞɢ ɪɚɱɭɧɚ, ɧɢɬɢ ɢɯ ɦɨɪɚ 
ɩɨɡɧɚɜɚɬɢ). 
ɍɡ ɭɩɪɚɜʂɚʃɟ ɪɚɱɭɧɚɪɫɤɢɦ ɪɟɫɭɪɫɢɦɚ í ɩɪɨɰɟɫɨɪɢɦɚ, ɨɩɟɪɚ-
ɬɢɜɧɨɦ ɦɟɦɨɪɢʁɨɦ, ɩɟɪɢɮɟɪɧɢɦ ɭɪɟɻɚʁɢɦɚ ɢ ɩɨɞɚɰɢɦɚ, ɨɩɟɪɚɬɢɜɧɢ 
ɫɢɫɬɟɦɢ ɬɪɟɛɚ ɞɚ ɨɛɟɡɛɟɞɟ ɢɧɬɟɪɩɪɟɬɢɪɚʃɟ ɢ ɢɡɜɨɻɟʃɟ ɤɨɧɬɪɨɥɧɨ-
ɭɩɪɚɜʂɚɱɤɢɯ ɤɨɦɚɧɞɢ ɢ ɩɪɨɝɪɚɦɚ, ɭɩɪɚɜʂɚʃɟ ɩɨɫɥɨɜɢɦɚ, ɡɚɲɬɢɬɭ, ɚ 
ɱɟɫɬɨ ɢ ɩɨɞɪɲɤɭ ɞɚʂɢɧɫɤɟ ɨɛɪɚɞɟ ɢ ɪɚɞɚ ɭ ɦɪɟɠɢ. 
Ʉɨɪɢɫɧɢɤ ɤɨɦɭɧɢɰɢɪɚ ɫɚ ɨɩɟɪɚɬɢɜɧɢɦ ɫɢɫɬɟɦɨɦ ɩɪɟɤɨ 
ɤɨɧɬɪɨɥɧɨ-ɭɩɪɚɜʂɚɱɤɨɝ (ɤɨɦɚɧɞɧɨɝ) ʁɟɡɢɤɚ. Ʉɨɦɭɧɢɤɚɰɢʁɚ ɫɟ ɨɞɜɢʁɚ ɭ 
ɞɜɚ ɫɦɟɪɚ: ɨɞ ɤɨɪɢɫɧɢɤɚ ɤɚ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɢ ɨɛɪɧɭɬɨ. Ʉɨɞ ɜɟʄɢɧɟ 
ɫɚɜɪɟɦɟɧɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɤɨɪɢɫɧɢɤ ɦɨɠɟ ɞɚ ɨɩɟɪɚɬɢɜɧɨɦ 
ɫɢɫɬɟɦɭ ɡɚɞɚʁɟ ɤɨɦɚɧɞɟ ɧɟɩɨɫɪɟɞɧɨ ɢ ɩɨɫɪɟɞɧɨ. ɇɟɩɨɫɪɟɞɧɨ ɡɚɞɚɜɚʃɟ 
ɤɨɦɚɧɞɢ ɩɨɞɪɚɡɭɦɟɜɚ ɞɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɨɞɦɚɯ ɩɨ ɭɧɨɲɟʃɭ 
ɤɨɦɚɧɞɧɟ ɥɢɧɢʁɟ ɜɪɲɢ ʃɟɧɭ ɚɧɚɥɢɡɭ ɢ ɢɧɬɟɪɩɪɟɬɚɰɢʁɭ. ɉɨɫɪɟɞɧɨ 
ɡɚɞɚɜɚʃɟ ɤɨɦɚɧɞɢ ɩɨɞɪɚɡɭɦɟɜɚ ɞɚ ɫɟ ɧɢɡ-ɩɚɤɟɬ (batch) ɡɚɯɬɟɜɚ 
ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɡɚɛɟɥɟɠɢ ɭ ɮɚʁɥ, ɚ ɞɚ ɫɟ ɬɚʁ ɮɚʁɥ ɤɚɫɧɢʁɟ ɩɨ 
ɩɨɬɪɟɛɢ ɩɨɡɢɜɚ ɧɚ ɢɡɜɪɲɟʃɟ ɧɚɜɨɻɟʃɟɦ ʃɟɝɨɜɨɝ ɢɦɟɧɚ. ɂɧɫɬɪɭɤɰɢʁɟ 
ɤɨɦɚɧɞɧɨɝ ʁɟɡɢɤɚ, ɛɢɥɨ ɞɚ ɫɭ ɡɚɞɚɬɟ ɧɟɩɨɫɪɟɞɧɨ ʁɟɞɧɚ ɩɨ ʁɟɞɧɚ ɢɥɢ ɭ 







Ɇɨɞɟɪɧɢ ɤɨɦɩʁɭɬɟɪɫɤɢ ɫɢɫɬɟɦɢ ɫɟ ɫɚɫɬɨʁɟ ɨɞ ʁɟɞɧɨɝ ɢɥɢ ɜɢɲɟ 
ɩɪɨɰɟɫɨɪɚ, ɦɟɦɨɪɢʁɟ, ɞɢɫɤɨɜɚ, ɬɚɫɬɚɬɭɪɟ, ɞɢɫɩɥɟʁɚ ɢ ɞɪɭɝɢɯ ɭɥɚɡɧɨ-
ɢɡɥɚɡɧɢɯ ɭɪɟɻɚʁɚ, ɲɬɨ ɩɪɟɞɫɬɚɜʂɚ ɫɥɨɠɟɧ ɫɢɫɬɟɦ. ɉɢɫɚʃɟ ɩɪɨɝɪɚɦɚ 
ɤɨʁɢ ɧɚɞɡɢɪɭ ɨɜɟ ɤɨɦɩɨɧɟɧɬɟ ɢ ɩɪɚɜɢɥɧɨ ɢɯ ɤɨɪɢɫɬɟ ʁɟ ɜɪɥɨ ɬɟɠɚɤ 
ɩɨɫɚɨ. ɂɡ ɬɨɝ ɪɚɡɥɨɝɚ ɤɨɦɩʁɭɬɟɪɢ ɩɨɫɟɞɭʁɭ „ɫɥɨʁ“ ɫɨɮɬɜɟɪɚ, ɧɚɡɜɚɧ 
ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ (ɫɤɪɚʄɟɧɨ Ɉɋ), ɱɢʁɢ ʁɟ ɩɨɫɚɨ ɞɚ ɭɩɪɚɜʂɚ ɫɜɢɦ ɨɜɢɦ 
ɭɪɟɻɚʁɢɦɚ ɢ ɞɚ ɨɛɟɡɛɟɞɢ ɤɨɪɢɫɧɢɱɤɟ ɩɪɨɝɪɚɦɟ ɤɨʁɢ ɢɦɚʁɭ ʁɟɞɧɨɫɬɚɜɧɟ 
ɢɧɬɟɪɮɟʁɫɟ ɩɪɟɦɚ ɯɚɪɞɜɟɪɭ. 
ɉɪɢ ɬɨɦɟ ɯɚɪɞɜɟɪ ɪɚɱɭɧɚɪɚ ɩɪɟɞɫɬɚɜʂɚ „ɫɢɪɨɜɭ“ ɪɚɱɭɧɚɪɫɤɭ ɦɨʄ, 
ɚ ɡɚɞɚɬɚɤ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ʁɟ ɞɚ ɯɚɪɞɜɟɪɫɤɟ ɦɨɝɭʄɧɨɫɬɢ ɭɱɢɧɢ 
ɞɨɫɬɭɩɧɢɦ ɢ ɩɨ ɦɨɝɭʄɧɨɫɬɢ ɭɞɨɛɧɢɦ ɡɚ ɫɜɚɤɨɝ ɤɨɪɢɫɧɢɤɚ (Silberschatz,
Galvin,Gagne, 2004: 31). Ⱦɢɡɚʁɧ ɢ ɢɡɪɚɞɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ʁɟ ɭɫɤɨ 
ɩɨɜɟɡɚɧɚ ɫɚ ɯɚɪɞɜɟɪɨɦ ɤɚɨ ɨɫɧɨɜɨɦ ɧɚ ɤɨʁɨʁ ɫɟ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
ɢɡɝɪɚɻɭʁɟ, ɩɚ ɡɚɬɨ ɩɪɨɢɡɜɨɻɚɱɢ ɯɚɪɞɜɟɪɚ ɧɚʁɱɟɲʄɟ ɩɪɨɢɡɜɨɞɟ ɢ ɫɜɨʁɟ 
ɨɩɟɪɚɬɢɜɧɟ ɫɢɫɬɟɦɟ. Ɂɛɨɝ ɬɨɝɚ ɢɦɚɦɨ ɜɢɲɟ ɪɚɡɥɢɱɢɬɢɯ ɩɪɢɫɬɭɩɚ, ɧɢɜɨɚ, 
ɜɟɪɡɢʁɚ ɢ ɧɚɦɟɧɚ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ (Tanenbaum, 2012: 33). Ʉɨɪɢɫɧɢɤ 
ɜɢɞɢ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɩɪɟɤɨ ʁɟɡɢɤɚ ɡɚ ɤɭɦɭɧɢɤɚɰɢʁɭ ɫɚ ʃɢɦ 
(ɤɨɦɚɧɞɧɢ ʁɟɡɢɤ, ɤɨɧɬɪɨɥɧɨ-ɭɩɪɚɜʂɚɱɤɢ ʁɟɡɢɤ), ɚ ɜɟʄɢɧɚ ɭɧɭɬɪɚɲʃɢɯ 
ɩɪɨɛɥɟɦɚ, ɪɟɲɟʃɚ ɢ ɩɨɫɬɭɩɚɤɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɡɚ ɤɨɪɢɫɧɢɤɚ ʁɟ 
ɬɪɚɧɫɩɚɪɟɧɬɧɚ (ɨɧ ɨ ʃɢɦɚ ɧɟ ɦɨɪɚ ɞɚ ɜɨɞɢ ɪɚɱɭɧɚ, ɧɢɬɢ ɢɯ ɦɨɪɚ 
ɩɨɡɧɚɜɚɬɢ). 
ɍɡ ɭɩɪɚɜʂɚʃɟ ɪɚɱɭɧɚɪɫɤɢɦ ɪɟɫɭɪɫɢɦɚ í ɩɪɨɰɟɫɨɪɢɦɚ, ɨɩɟɪɚ-
ɬɢɜɧɨɦ ɦɟɦɨɪɢʁɨɦ, ɩɟɪɢɮɟɪɧɢɦ ɭɪɟɻɚʁɢɦɚ ɢ ɩɨɞɚɰɢɦɚ, ɨɩɟɪɚɬɢɜɧɢ 
ɫɢɫɬɟɦɢ ɬɪɟɛɚ ɞɚ ɨɛɟɡɛɟɞɟ ɢɧɬɟɪɩɪɟɬɢɪɚʃɟ ɢ ɢɡɜɨɻɟʃɟ ɤɨɧɬɪɨɥɧɨ-
ɭɩɪɚɜʂɚɱɤɢɯ ɤɨɦɚɧɞɢ ɢ ɩɪɨɝɪɚɦɚ, ɭɩɪɚɜʂɚʃɟ ɩɨɫɥɨɜɢɦɚ, ɡɚɲɬɢɬɭ, ɚ 
ɱɟɫɬɨ ɢ ɩɨɞɪɲɤɭ ɞɚʂɢɧɫɤɟ ɨɛɪɚɞɟ ɢ ɪɚɞɚ ɭ ɦɪɟɠɢ. 
Ʉɨɪɢɫɧɢɤ ɤɨɦɭɧɢɰɢɪɚ ɫɚ ɨɩɟɪɚɬɢɜɧɢɦ ɫɢɫɬɟɦɨɦ ɩɪɟɤɨ 
ɤɨɧɬɪɨɥɧɨ-ɭɩɪɚɜʂɚɱɤɨɝ (ɤɨɦɚɧɞɧɨɝ) ʁɟɡɢɤɚ. Ʉɨɦɭɧɢɤɚɰɢʁɚ ɫɟ ɨɞɜɢʁɚ ɭ 
ɞɜɚ ɫɦɟɪɚ: ɨɞ ɤɨɪɢɫɧɢɤɚ ɤɚ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɢ ɨɛɪɧɭɬɨ. Ʉɨɞ ɜɟʄɢɧɟ 
ɫɚɜɪɟɦɟɧɢɯ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɤɨɪɢɫɧɢɤ ɦɨɠɟ ɞɚ ɨɩɟɪɚɬɢɜɧɨɦ 
ɫɢɫɬɟɦɭ ɡɚɞɚʁɟ ɤɨɦɚɧɞɟ ɧɟɩɨɫɪɟɞɧɨ ɢ ɩɨɫɪɟɞɧɨ. ɇɟɩɨɫɪɟɞɧɨ ɡɚɞɚɜɚʃɟ 
ɤɨɦɚɧɞɢ ɩɨɞɪɚɡɭɦɟɜɚ ɞɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɨɞɦɚɯ ɩɨ ɭɧɨɲɟʃɭ 
ɤɨɦɚɧɞɧɟ ɥɢɧɢʁɟ ɜɪɲɢ ʃɟɧɭ ɚɧɚɥɢɡɭ ɢ ɢɧɬɟɪɩɪɟɬɚɰɢʁɭ. ɉɨɫɪɟɞɧɨ 
ɡɚɞɚɜɚʃɟ ɤɨɦɚɧɞɢ ɩɨɞɪɚɡɭɦɟɜɚ ɞɚ ɫɟ ɧɢɡ-ɩɚɤɟɬ (batch) ɡɚɯɬɟɜɚ 
ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɡɚɛɟɥɟɠɢ ɭ ɮɚʁɥ, ɚ ɞɚ ɫɟ ɬɚʁ ɮɚʁɥ ɤɚɫɧɢʁɟ ɩɨ 
ɩɨɬɪɟɛɢ ɩɨɡɢɜɚ ɧɚ ɢɡɜɪɲɟʃɟ ɧɚɜɨɻɟʃɟɦ ʃɟɝɨɜɨɝ ɢɦɟɧɚ. ɂɧɫɬɪɭɤɰɢʁɟ 
ɤɨɦɚɧɞɧɨɝ ʁɟɡɢɤɚ, ɛɢɥɨ ɞɚ ɫɭ ɡɚɞɚɬɟ ɧɟɩɨɫɪɟɞɧɨ ʁɟɞɧɚ ɩɨ ʁɟɞɧɚ ɢɥɢ ɭ 
ɩɚɤɟɬɭ, ɨɛɪɚɻɭʁɟ ɤɨɦɚɧɞɧɢ ɢɧɬɟɪɩɪɟɬɟɪ. 
 
 
ɍɱɢɬɚɜɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ 
Ɉɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɞɨɤ ɪɚɱɭɧɚɪ ɪɚɞɢ ɦɨɪɚ ɛɢɬɢ ɭɱɢɬɚɧ ɭ ɪɚɞɧɭ 
ɦɟɦɨɪɢʁɭ ɪɚɱɭɧɚɪɚ. Ʉɚɞ ʁɟ ɪɚɱɭɧɚɪ ɢɫɤʂɭɱɟɧ, ɪɚɞɧɚ ɦɟɦɨɪɢʁɚ ʁɟ ɩɪɚɡɧɚ. 
Ȼɭɬɨɜɚʃɟ (booting) ɩɪɟɞɫɬɚɜʂɚ ɩɪɨɰɟɫɫ ɢɧɢɰɢʁɚɥɢɡɚɰɢʁɟ ɪɚɱɭɧɚɪɚ ɢ 
ɩɨɤɪɟɬɚʃɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. Ȼɭɬɨɜɚʃɟ ɫɟ ɫɚɫɬɨʁɢ ɨɞ ɫɥɟɞɟʄɟ ɬɪɢ 
ɮɚɡɟ: 
1. ɩɨɤɪɟɬɚʃɟ BIOS-ɚ; 
2. ɢɡɜɪɲɚɜɚʃɟ bootloader-ɚ; 
3. ɩɨɤɪɟɬɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. 
 
BIOS (Basic Input/Output System) ɩɪɟɞɫɬɚɜʂɚ ɩɪɜɢ ɫɨɮɬɜɟɪ ɤɨʁɢ ɫɟ 
ɩɨɤɪɟʄɟ ɩɪɢɥɢɤɨɦ ɩɨɤɪɟɬɚʃɚ ɪɚɱɭɧɚɪɚ. Ɂɚɞɭɠɟɧ ʁɟ ɡɚ ɢɧɢɰɢʁɚɥɢɡɚɰɢʁɭ, 
ɩɪɨɜɟɪɭ ɢ ɭɩɪɚɜʂɚʃɟ ɩɟɪɢɮɟɪɧɢɦ ɭɪɟɻɚʁɢɦɚ, ɚ ɩɪɟ ɫɜɟɝɚ ɨɧɢɦ ɫɚ ɤɨʁɢɯ 
ɫɟ ɦɨɠɟ ɩɨɤɪɟɧɭɬɢ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ. BIOS ɢɦɚ ɫɚɦɨ ɦɨɝɭʄɧɨɫɬ 
ɩɪɨɜɟɪɟ (Power-on self test). BIOS ʁɟ ɡɚɞɭɠɟɧ ɡɚ ɧɚɥɚɠɟʃɟ ɭɪɟɻɚʁɚ ɤɨʁɢ ʁɟ 
ɩɨɝɨɞɚɧ ɡɚ ɩɨɞɢɡɚʃɟ ɫɢɫɬɟɦɚ ɢ ɢɡɜɪɲɚɜɚʃɟ bootloader-ɚ ɫɚ ʃɟɝɨɜɨɝ boot 
ɫɟɤɬɨɪɚ. Bootloader ʁɟ ɩɪɨɝɪɚɦ ɡɚɞɭɠɟɧ ɡɚ ɩɨɤɪɟɬɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ 
ɫɢɫɬɟɦɚ. Ⱥɤɨ ɫɟ ɪɚɞɢ ɨ ɞɢɫɤɭ, ɬɪɟɛɚɥɨ ɛɢ ɞɚ ɫɟ ɧɚɥɚɡɢ ɧɚ ʃɟɝɨɜɨɦ ɩɪɜɨɦ 




ɋɥɢɤɚ 1 í ɉɪɨɰɟɫ ɩɨɤɪɟɬɚʃɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ 
(ɂɡɜɨɪ: https://eugene.kaspersky.com/2013/08/01/protection-against-
bootkits,, ɞɨɫɬɭɩɧɨ 15.02.2014.) 
ɍ ɩɪɜɢɯ 512 byte-ɚ ɯɚɪɞ ɞɢɫɤɚ ɭɩɢɫɚɧɢ ɫɭ ɩɨɞɚɰɢ ɨ ɬɨɦɟ ɤɚɤɨ ʁɟ 
ɞɢɫɤ ɩɨɞɟʂɟɧ ɧɚ ɩɚɪɬɢɰɢʁɟ ɢ ɤɨʁɚ ʁɟ ɩɚɪɬɢɰɢʁɚ ɞɢɫɤɚ ɫɢɫɬɟɦɫɤɚ. 
ɋɢɫɬɟɦɫɤɚ ɩɚɪɬɢɰɢʁɚ ɦɨɪɚ ɛɢɬɢ ɨɡɧɚɱɟɧɚ ɤɚɨ ɚɤɬɢɜɧɚ (ɨɡɧɚɤɚ í 
ɡɚɫɬɚɜɢɰɚ 'Ⱥ'). ɇɚɜɟɞɟɧɢ ɛɥɨɤ ɩɨɞɚɬɚɤɚ ɧɚɡɢɜɚ ɫɟ ɆBR ɢ ɚɤɨ ɫɟ ɡɚɩɢɫɢ 
ɨɲɬɟɬɟ, ɝɭɛɟ ɫɟ ɫɜɢ ɩɨɞɚɰɢ. ɆBR ʁɟ ɧɟɡɚɜɢɫɚɧ ɨɞ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ, ɚ 
ɫɚɞɪɠɢ ɡɚɩɢɫ ɨ ɧɚɱɢɧɭ ɧɚ ɤɨʁɢ ʁɟ ɞɢɫɤ (ɢɥɢ ɜɢɲɟ ʃɢɯ) ɩɨɞɟʂɟɧ ɧɚ 
ɩɚɪɬɢɰɢʁɟ ɢ ɤɨʁɚ ʁɟ ɨɞ ʃɢɯ ɚɤɬɢɜɧɚ (Smith, 2010: 119). ɉɪɢ ɬɨɦɟ, ɞɜɟ 
ɩɚɪɬɢɰɢʁɟ ɧɟ ɦɨɝɭ ɛɢɬɢ ɢɫɬɨɜɪɟɦɟɧɨ ɚɤɬɢɜɧɟ. 
 




ɋɥɢɤɚ 2 – Boot ɫɟɤɬɨɪɢ ɧɚ ɩɚɪɬɢɰɢɨɧɢɫɚɧɨɦ ɯɚɪɞ ɞɢɫɤɭ 
(ɂɡɜɨɪ: http://www.howtoretrievefiles.com/about-data-recovery/logical-
failure, ɞɨɫɬɭɩɧɨ 15.02.2014.) 
ɆBR ɡɚɩɢɫ ʁɟ ɩɪɜɨ ɲɬɨ ɫɟ ɨɱɢɬɚ ɨɞ ɫɬɪɚɧɟ ɢɧɢɰɢʁɚɥɧɨɝ ɩɪɨɝɪɚɦɚ 
(bootstrap) ɡɚɩɢɫɚɧɨɝ ɭ BIOS-ɭ ɤɨʁɢ ɤɚɞɚ ɩɪɨɧɚɻɟ ɛɭɬ ɨɡɧɚɤɭ ɚɤɬɢɜɧɟ 
ɩɚɪɬɢɰɢʁɟ, ɨɱɢɬɚɜɚ boot ɫɟɤɬɨɪ, ɫɟɤɬɨɪ ɚɤɬɢɜɧɟ ɩɚɪɬɢɰɢʁɟ ɞɢɫɤɚ ɭ ɤɨʁɟɦ 
ʁɟ ɡɚɩɢɫ ɨ ɬɨɦɟ ɝɞɟ ɫɟ ɧɚɥɚɡɢ ɞɚɬɨɬɟɤɚ ɩɨɞ ɧɚɡɢɜɨɦ boot_manager. Ɉɜɚ 
ɞɚɬɨɬɟɤɚ (ɤɨʁɚ ʁɟ ɨɛɢɱɧɨ ɧɚ ɚɞɪɟɫɢ C:\bootmgr) ɤɨɪɢɫɬɢ BCD ɡɚɩɢɫɟ 
(Boot Configuration Data) ɭ ɮɨɥɞɟɪɭ (ɤɨʁɢ ʁɟ ɨɛɢɱɧɨ ɧɚ ɚɞɪɟɫɢ C:\boot) 
ɤɚɤɨ ɛɢ ɫɚɡɧɚɨ ɜɢɲɟ ɨ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɤɨʁɢ ɦɨɪɚ ɩɨɤɪɟɧɭɬɢ, ɢɥɢ 
ɞɚ ɩɨɧɭɞɢ ɧɟɤɢ ɢɡɛɨɪ ɚɤɨ ɫɟ ɤɨɪɢɫɬɢ ɜɢɲɟ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ. 
ɉɪɢɥɢɤɨɦ ɭɱɢɬɚɜɚʃɚ ɜɟɪɡɢʁɟ Windows 7 ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɞɚʂɢ ɧɚɞɡɨɪ 
ɩɪɟɩɭɲɬɚ ɞɚɬɨɬɟɰɢ ɩɨɞ ɧɚɡɢɜɨɦ windows loader, ɬj. winload.exe ɢɥɢ 
ɞɚɬɨɬɟɰɢ windows resume loader, ɨɞɧɨɫɧɨ winresume.exe, ɤɨʁɢ ʁɟ ɨɛɢɱɧɨ 
ɧɚ ɚɞɪɟɫɢ C:\Windows\System32 ɢɥɢ C:\Windows\System32\boot. 
Ⱦɚɬɨɬɟɤɚ winload.exe ɚɥɨɰɢɪɚ ɪɚɞɧɭ ɦɟɦɨɪɢʁɭ ɢ ɭɱɢɬɚɜɚ ɧɟɨɩɯɨɞɧɟ ɫɢ-
ɫɬɟɦɫɤɟ ɭɩɪɚɜʂɚɱɤɟ ɩɪɨɝɪɚɦɟ ɢ ɞɚʂɢ ɧɚɞɡɨɪ ɩɪɟɩɭɲɬɚ ʁɟɡɝɪɭ ɨɩɟɪɚɬɢ-
ɜɧɨɝ ɫɭɫɬɚɜɚ – ɤɟɪɧɟɥ ntoskrnl.exe. Ɉɜɚ ɞɚɬɨɬɟɤɚ, ɜɟɥɢɱɢɧɟ ɧɟɤɨɥɢɤɨ 
MB, ɨɛʁɟɞɢʃɭʁɟ ɮɭɧɞɚɦɟɧɬɚɥɧɟ ɞɟɥɨɜɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɢ ɫɦɟɲɬɟɧɚ 
ʁɟ ɭ ɮɨɥɞɟɪɭ C:\Windows\System32. ɍ ɫɥɭɱɚʁɭ ɨɲɬɟʄɟʃɚ ɫɢɫɬɟɦɚ ɞɚɬɨɬɟ-
ɤɚ ɢɥɢ ɜɪɚʄɚʃɚ ɢɡ ɫɬɚʃɚ ɯɢɛɟɪɧɚɰɢʁɟ ɤɨɪɢɫɬɢ ɫɟ ɞɚɬɨɬɟɤɚ winresume.exe. 
ɇɚɤɨɧ ɬɨɝɚ, ɚɤɬɢɜɢɪɚ ɫɟ ɞɚɬɨɬɟɤɚ smss.exe (Session Manager Subsystem) ɭ 
ɮɨɥɞɟɪɭ ɧɚ ɚɞɪɟɫɢ C:\Windows\System32, ɝɞɟ ɫɟ ɭɱɢɬɚɜɚʁɭ ɜɚɪɢʁɚɛɥɟ 
ɨɤɪɭɠɟʃɚ ɢ ɜɪɲɢ ɩɪɢɫɬɭɩ ɜɢɪɬɭeɥɧɨʁ ɦɟɦɨɪɢʁɢ, ɧɚɤɨɧ ɱɟɝɚ ɫɥɟɞɢ 
ɩɪɢʁɚɜɚ ɤɨɪɢɫɧɢɤɚ ɧɚ ɫɢɫɬɟɦ ɩɪɟɤɨ ɩɪɨɝɪɚɦɚ winlogon.exe. 
Ⱦɚɤɥɟ, ɪɟɞɨɫɥɟɞ ɚɤɰɢʁɚ ɩɪɢɥɢɤɨɦ ɭɤʂɭɱɢɜɚʃɚ ɪɚɱɭɧɚɪɚ ɛɢ ɛɢɨ 
ɫɥɟɞɟʄɢ: BIOS, POST, BootStrap > MBR > Boot Sector > Boot Manager > 
WINLOAD.EXE > NTOSKRNL.EXE > SMSS.EXE > WINLOGON.EXE. 
 
ɋɟɪɜɢɫɢ ɧɚ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ 
ȳɟɞɧɚ ɨɞ ɧɚʁɛɢɬɧɢʁɢɯ ɫɬɜɚɪɢ ɤɨʁɟ ɱɢɧɟ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɫɭ 





ɋɥɢɤɚ 2 – Boot ɫɟɤɬɨɪɢ ɧɚ ɩɚɪɬɢɰɢɨɧɢɫɚɧɨɦ ɯɚɪɞ ɞɢɫɤɭ 
(ɂɡɜɨɪ: http://www.howtoretrievefiles.com/about-data-recovery/logical-
failure, ɞɨɫɬɭɩɧɨ 15.02.2014.) 
ɆBR ɡɚɩɢɫ ʁɟ ɩɪɜɨ ɲɬɨ ɫɟ ɨɱɢɬɚ ɨɞ ɫɬɪɚɧɟ ɢɧɢɰɢʁɚɥɧɨɝ ɩɪɨɝɪɚɦɚ 
(bootstrap) ɡɚɩɢɫɚɧɨɝ ɭ BIOS-ɭ ɤɨʁɢ ɤɚɞɚ ɩɪɨɧɚɻɟ ɛɭɬ ɨɡɧɚɤɭ ɚɤɬɢɜɧɟ 
ɩɚɪɬɢɰɢʁɟ, ɨɱɢɬɚɜɚ boot ɫɟɤɬɨɪ, ɫɟɤɬɨɪ ɚɤɬɢɜɧɟ ɩɚɪɬɢɰɢʁɟ ɞɢɫɤɚ ɭ ɤɨʁɟɦ 
ʁɟ ɡɚɩɢɫ ɨ ɬɨɦɟ ɝɞɟ ɫɟ ɧɚɥɚɡɢ ɞɚɬɨɬɟɤɚ ɩɨɞ ɧɚɡɢɜɨɦ boot_manager. Ɉɜɚ 
ɞɚɬɨɬɟɤɚ (ɤɨʁɚ ʁɟ ɨɛɢɱɧɨ ɧɚ ɚɞɪɟɫɢ C:\bootmgr) ɤɨɪɢɫɬɢ BCD ɡɚɩɢɫɟ 
(Boot Configuration Data) ɭ ɮɨɥɞɟɪɭ (ɤɨʁɢ ʁɟ ɨɛɢɱɧɨ ɧɚ ɚɞɪɟɫɢ C:\boot) 
ɤɚɤɨ ɛɢ ɫɚɡɧɚɨ ɜɢɲɟ ɨ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ ɤɨʁɢ ɦɨɪɚ ɩɨɤɪɟɧɭɬɢ, ɢɥɢ 
ɞɚ ɩɨɧɭɞɢ ɧɟɤɢ ɢɡɛɨɪ ɚɤɨ ɫɟ ɤɨɪɢɫɬɢ ɜɢɲɟ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ. 
ɉɪɢɥɢɤɨɦ ɭɱɢɬɚɜɚʃɚ ɜɟɪɡɢʁɟ Windows 7 ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɞɚʂɢ ɧɚɞɡɨɪ 
ɩɪɟɩɭɲɬɚ ɞɚɬɨɬɟɰɢ ɩɨɞ ɧɚɡɢɜɨɦ windows loader, ɬj. winload.exe ɢɥɢ 
ɞɚɬɨɬɟɰɢ windows resume loader, ɨɞɧɨɫɧɨ winresume.exe, ɤɨʁɢ ʁɟ ɨɛɢɱɧɨ 
ɧɚ ɚɞɪɟɫɢ C:\Windows\System32 ɢɥɢ C:\Windows\System32\boot. 
Ⱦɚɬɨɬɟɤɚ winload.exe ɚɥɨɰɢɪɚ ɪɚɞɧɭ ɦɟɦɨɪɢʁɭ ɢ ɭɱɢɬɚɜɚ ɧɟɨɩɯɨɞɧɟ ɫɢ-
ɫɬɟɦɫɤɟ ɭɩɪɚɜʂɚɱɤɟ ɩɪɨɝɪɚɦɟ ɢ ɞɚʂɢ ɧɚɞɡɨɪ ɩɪɟɩɭɲɬɚ ʁɟɡɝɪɭ ɨɩɟɪɚɬɢ-
ɜɧɨɝ ɫɭɫɬɚɜɚ – ɤɟɪɧɟɥ ntoskrnl.exe. Ɉɜɚ ɞɚɬɨɬɟɤɚ, ɜɟɥɢɱɢɧɟ ɧɟɤɨɥɢɤɨ 
MB, ɨɛʁɟɞɢʃɭʁɟ ɮɭɧɞɚɦɟɧɬɚɥɧɟ ɞɟɥɨɜɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɢ ɫɦɟɲɬɟɧɚ 
ʁɟ ɭ ɮɨɥɞɟɪɭ C:\Windows\System32. ɍ ɫɥɭɱɚʁɭ ɨɲɬɟʄɟʃɚ ɫɢɫɬɟɦɚ ɞɚɬɨɬɟ-
ɤɚ ɢɥɢ ɜɪɚʄɚʃɚ ɢɡ ɫɬɚʃɚ ɯɢɛɟɪɧɚɰɢʁɟ ɤɨɪɢɫɬɢ ɫɟ ɞɚɬɨɬɟɤɚ winresume.exe. 
ɇɚɤɨɧ ɬɨɝɚ, ɚɤɬɢɜɢɪɚ ɫɟ ɞɚɬɨɬɟɤɚ smss.exe (Session Manager Subsystem) ɭ 
ɮɨɥɞɟɪɭ ɧɚ ɚɞɪɟɫɢ C:\Windows\System32, ɝɞɟ ɫɟ ɭɱɢɬɚɜɚʁɭ ɜɚɪɢʁɚɛɥɟ 
ɨɤɪɭɠɟʃɚ ɢ ɜɪɲɢ ɩɪɢɫɬɭɩ ɜɢɪɬɭeɥɧɨʁ ɦɟɦɨɪɢʁɢ, ɧɚɤɨɧ ɱɟɝɚ ɫɥɟɞɢ 
ɩɪɢʁɚɜɚ ɤɨɪɢɫɧɢɤɚ ɧɚ ɫɢɫɬɟɦ ɩɪɟɤɨ ɩɪɨɝɪɚɦɚ winlogon.exe. 
Ⱦɚɤɥɟ, ɪɟɞɨɫɥɟɞ ɚɤɰɢʁɚ ɩɪɢɥɢɤɨɦ ɭɤʂɭɱɢɜɚʃɚ ɪɚɱɭɧɚɪɚ ɛɢ ɛɢɨ 
ɫɥɟɞɟʄɢ: BIOS, POST, BootStrap > MBR > Boot Sector > Boot Manager > 
WINLOAD.EXE > NTOSKRNL.EXE > SMSS.EXE > WINLOGON.EXE. 
 
ɋɟɪɜɢɫɢ ɧɚ ɨɩɟɪɚɬɢɜɧɨɦ ɫɢɫɬɟɦɭ 
ȳɟɞɧɚ ɨɞ ɧɚʁɛɢɬɧɢʁɢɯ ɫɬɜɚɪɢ ɤɨʁɟ ɱɢɧɟ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɫɭ 
ʃɟɝɨɜɢ ɫɟɪɜɢɫɢ. ɋɟɪɜɢɫɢ ɫɭ ɜɪɫɬɚ ɩɪɨɰɟɫɚ ɤɨʁɢ ɩɨɤɪɟʄɭ ɪɚɡɧɟ ɤɨɦɩɨ-
ɧɟɧɬɟ, ɩɪɨɝɪɚɦɟ, ɫɤɪɢɩɬɨɜɟ ɭ ɪɚɱɭɧɚɪɫɤɨɦ ɫɢɫɬɟɦɭ. ɋɟɪɜɢɫɢ ɧɚ 
ɪɚɱɭɧɚɪɭ ɫɭ ɦɚʃɢ ɩɪɨɝɪɚɦɢ ɤɨʁɢ ɪɚɞɟ ɭ ɩɨɡɚɞɢɧɢ. Ɍɨ ɫɭ ɩɪɨɝɪɚɦɢ ɤɨʁɢ 
ɨɦɨɝɭʄɚɜɚʁɭ ɮɭɧɤɰɢɨɧɢɫɚʃɟ ɪɚɱɭɧɚɪɫɤɟ ɦɪɟɠɟ, USB ɮɥɟɲ ɞɢɫɤɨɜɚ, 
ɞɪɭɝɢɯ ɤɨɦɩɨɧɟɧɚɬɚ ɪɚɱɭɧɚɪɚ ɢ, ɭ ɫɭɲɬɢɧɢ, ɰɟɨ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
ɮɭɧɤɰɢɨɧɢɲɟ ɩɨɦɨʄɭ ʃɢɯ. ȼɟʄɢɧɭ ɩɪɨɰɟɫɚ ɬɪɟɛɚ ɨɫɬɚɜɢɬɢ ɞɚ ɪɚɞɟ ɢ ɧɟ 
ɬɪɟɛɚ ɢɯ ɡɚɭɫɬɚɜʂɚɬɢ ʁɟɪ ɛɢ ɫɟ ɬɚɞɚ ɧɚɪɭɲɢɨ ɧɨɪɦɚɥɚɧ ɬɨɤ ɢɡɜɪɲɟʃɚ 
ɨɩɟɪɚɰɢʁɚ. 
ɉɨɫɦɚɬɪɚɧɨ ɭ ɨɤɪɭɠɟʃɭ Windows-a, ɫɟɪɜɢɫ ɩɪɟɞɫɬɚɜʂɚ ɢɡɜɪɲɧɭ 
ɞɚɬɨɬɟɤɭ ɤɨʁɚ ʁɟ ɩɨɤɪɟɧɭɬɚ ɧɚ ɪɟɥɚɬɢɜɧɨ ɞɭɝ ɩɟɪɢɨɞ ɢ ɢɡɜɪɲɚɜɚ 
ɨɞɪɟɻɟɧɟ ɮɭɧɤɰɢʁɟ, ɞɢɡɚʁɧɢɪɚɧɟ ɬɚɤɨ ɞɚ ɧɟ ɡɚɯɬɟɜɚʁɭ ɢɧɬɟɪɜɟɧɰɢʁɟ 
ɤɨɪɢɫɧɢɤɚ. ɍ ɡɚɜɢɫɧɨɫɬɢ ɨɞ ɩɨɞɟɲɚɜɚʃɚ ɫɟɪɜɢɫɢ ɦɨɝɭ ɛɢɬɢ ɚɤɬɢɜɧɢ ɭ 
ɦɟɦɨɪɢʁɢ ɫɜɟ ɞɨɤ ʁɟ ɪɚɱɭɧɚɪ ɭɤʂɭɱɟɧ ɢɥɢ ɢɯ ɞɪɭɝɢ ɩɪɨɝɪɚɦɢ ɦɨɝɭ 
ɩɨɤɪɟɬɚɬɢ ɩɨ ɩɨɬɪɟɛɢ (Ɋɚɧɻɟɥɨɜɢʄ,2009: 286). 
ɂɉ ɚɞɪɟɫɚ ʁɟ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɢ ɛɪɨʁ ɪɚɱɭɧɚɪɚ, ɨɞɧɨɫɧɨ ɭɪɟɻɚʁɚ ɭ 
ɦɪɟɠɢ, ɚ ɩɨɪɬ ʁɟ ɛɪɨʁ (ɨɞ 0 ɞɨ 65535) ɩɪɢɤʂɭɱɤɚ ɧɚ ɪɚɱɭɧɚɪɭ ɧɚ ɤɨʁɢɦɚ 
ɫɟ ɨɞɜɢʁɚ ɧɟɤɚ ɦɪɟɠɧɚ ɚɩɥɢɤɚɰɢʁɚ ɢ ɦɨɠɟ ɛɢɬɢ ɨɬɜɨɪɟɧ ɢɥɢ ɡɚɬɜɨɪɟɧ 
(Ranÿeloviü, 2012: 19). 
 
Ɂɥɨɧɚɦɟɪɧɢ ɩɪɨɝɪɚɦɢ – ɜɢɪɭɫɢ 
 
Ɂɥɨɧɚɦɟɪɧɢ ɩɪɨɝɪɚɦɫɤɢ ɤɨɞɨɜɢ (ɦɚɥɜɟɪɢ) ɫɭ ɩɪɨɝɪɚɦɢ ɱɢʁɢ ʁɟ 
ɡɚɞɚɬɚɤ ɞɚ ɫɟ ɭɛɚɰɟ ɢɥɢ ɨɲɬɟɬɟ ɪɚɱɭɧɚɪ ɛɟɡ ɡɧɚʃɚ ʃɟɝɨɜɨɝ ɤɨɪɢɫɧɢɤɚ. 
ɉɪɨɝɪɚɦɢ ɫɟ ɫɦɚɬɪɚʁɭ ɡɥɨɧɚɦɟɪɧɢɦ ɭɡɢɦɚʁɭʄɢ ɭ ɨɛɡɢɪ ɧɚɦɟɪɭ ɧɚɩɚɞɚɱɚ, 
ɚ ɧɟ ɨɫɨɛɢɧɟ ɫɚɦɨɝ ɩɪɨɝɪɚɦɚ. Ɂɥɨɧɚɦɟɪɧɢ ɩɪɨɝɪɚɦɫɤɢ ɤɨɞɨɜɢ ɭɤʂɭɱɭʁɭ 
ɜɢɪɭɫɟ, ɰɪɜɟ, ɬɪɨʁɚɧɰɟ, rootkit-ɨɜɟ, spyware ɢ ɞɪɭɝɟ ɡɥɨɧɚɦɟɪɧɟ ɢ 
ɧɟɩɨɠɟʂɧɟ ɩɪɨɝɪɚɦɟ. 
ɇɚ ɩɨɱɟɬɤɭ ɪɚɱɭɧɚɪɫɤɨɝ ɞɨɛɚ ɡɥɨɧɚɦɟɪɧɢ ɩɪɨɝɪɚɦɢ ɫɭ ɩɢɫɚɧɢ ɤɚɨ 
ɟɤɫɩɟɪɢɦɟɧɬɢ ɢɥɢ ɲɚɥɟ ɤɨʁɟ ɫɭ ɜɢɲɟ ɫɦɟɬɚɥɟ ɤɨɪɢɫɧɢɤɭ ɧɟɝɨ ɲɬɨ ɫɭ 
ɱɢɧɢɥɟ ɨɡɛɢʂɧɭ ɲɬɟɬɭ ɧɚ ɪɚɱɭɧɚɪɭ. Ɇɥɚɞɢ ɩɪɨɝɪɚɦɟɪɢ ɩɢɫɚɥɢ ɫɭ 
ɡɥɨɧɚɦɟɪɧɟ ɩɪɨɝɪɚɦɟ ɤɚɤɨ ɛɢ ɜɢɞɟɥɢ ɤɨɥɢɤɨ ʁɟ ɞɚɥɟɤɨ ɞɨɝɭɪɚɥɨ ʃɢɯɨɜɨ 
ɡɧɚʃɟ. Ɇɟɻɭɬɢɦ, ɞɚʂɢɦ ɪɚɡɜɨʁɟɦ ɪɚɱɭɧɚɪɫɤɟ ɬɟɯɧɨɥɨɝɢʁɟ ɩɨʁɚɜʂɭʁɟ ɫɟ 
ɫɜɟ ɜɢɲɟ ɨɜɚɤɜɢɯ ɩɪɢɦɟɪɚ. ɉɨʁɚɜɨɦ ɂɧɬɟɪɧɟɬɚ ɰɢʂ ɧɚɩɚɞɚɱɚ ʁɟ ɩɨɫɬɚɨ 
ɩɪɨɮɢɬ, ɧɟɡɚɤɨɧɢɬɨ ɨɝɥɚɲɚɜɚʃɟ ɢ ɤɪɢɦɢɧɚɥ. 
 
ȼɢɪɭɫ 
ȼɢɪɭɫ ʁɟ ɩɪɨɝɪɚɦ ɢɥɢ ɩɪɨɝɪɚɦɫɤɢ ɤɨɞ ɤɨʁɢ ɫɟ ɡɚɤɚɱɢ ɧɚ ɩɪɨɝɪɚɦ 
ɢɥɢ ɞɚɬɨɬɟɤɭ ɬɚɤɨ ɞɚ ɦɨɠɟ ɞɚ ɫɟ ɩɪɟɧɨɫɢ ɫɚ ɪɚɱɭɧɚɪɚ ɧɚ ɪɚɱɭɧɚɪ, 
ɲɢɪɟʄɢ ɩɪɢ ɬɨɦɟ ɡɚɪɚɡɭ. ȼɢɪɭɫɢ ɦɨɝɭ ɞɚ ɨɲɬɟɬɟ ɫɨɮɬɜɟɪ, ɞɚɬɨɬɟɤɟ ɧɚ 
ɪɚɱɭɧɚɪɭ, ɤɚɨ ɢ ɫɚɦ ɯɚɪɞɜɟɪ ɪɚɱɭɧɚɪɚ. ȼɢɪɭɫ ʁɟ ɤoɞ ɧɚɩɢɫɚɧ ɫɚ ʁɚɫɧɨɦ 
ɧɚɦɟɧɨɦ ɞɚ ɫɚɦ ɫɟɛɟ ɭɦɧɨɠɚɜɚ. ȳɟɞɧɨɦ ɤɚɞɚ ɫɟ ɪɚɱɭɧɚɪ ɡɚɪɚɡɢ ɜɢɪɭɫɨɦ, 
ɨɧ ɫɟ ɦɨɠɟ ɤɨɩɢɪɚɬɢ ɢ ɢɡɦɟɧɢɬɢ ɫɚɦɨɝ ɫɟɛɟ ɤɚɤɨ ɛɢ ɬɟɠɟ ɛɢɨ ɨɬɤɪɢɜɟɧ. 
ɇɚʁɱɟɲʄɟ ɫɟ ɭɛɚɰɭʁɭ ɭ ɢɡɜɪɲɧɟ ɞɚɬɨɬɟɤɟ ɩɪɨɝɪɚɦɚ (executables) ɢ ɩɪɢ 
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ɩɨɤɪɟɬɚʃɭ ɡɚɪɚɠɟɧɟ ɞɚɬɨɬɟɤɟ ɲɢɪɟ ɫɟ ɧɚ ɞɪɭɝɟ. Ɇɟɻɭ ɪɚɱɭɧɚɪɫɤɢɦ 
ɜɢɪɭɫɢɦɚ ɩɨɫɬɨʁɟ ɨɧɢ ɤɨʁɢ ɫɭ ɫɚɦɨ ɦɚɥɚ ɫɦɟɬʃɚ ɩɪɢ ɪɚɞɭ, ɚɥɢ ɢ ɨɧɢ ɤɨʁɢ 
ɫɭ ɩɨɬɩɭɧɨ ɞɟɫɬɪɭɤɬɢɜɧɢ. 
Ⱦɚɧɚɫ ɫɟ ɡɚ ɨɩɢɫɢɜɚʃɟ ɞɟɫɬɪɭɤɬɢɜɧɨɝ ɫɨɮɬɜɟɪɚ ɱɟɲʄɟ ɤɨɪɢɫɬɢ 
ɢɡɪɚɡ ɡɥɨɧɚɦɟɪɚɧ ɢɥɢ ɦɚɥɢɰɢɨɡɚɧ ɫɨɮɬɜɟɪ, ɬʁ. ɦɚɥɜɟɪ. Ɉɯɪɚɛɪɭʁɭʄɚ 
ɱɢʃɟɧɢɰɚ ʁɟ ɞɚ ɫɟ ɩɪɚɜɢ ɜɢɪɭɫ ɧɟ ɲɢɪɢ ɛɟɡ ʂɭɞɫɤɢɯ ɩɨɫɬɭɩɚɤɚ ɤɨʁɢ ɛɢ 
ɝɚ ɩɨɤɪɟɬɚɥɢ, ɤɚɨ ɲɬɨ ɫɭ ɞɟʂɟʃɟ ɞɚɬɨɬɟɤɟ ɢɥɢ ɫɥɚʃɟ ɟ-ɩɨɪɭɤɟ. ȼɢɪɭɫ ɫɟ 
ɨɛɢɱɧɨ ɫɚɫɬɨʁɢ ɨɞ ɞɜɚ ɞɟɥɚ. ɉɪɜɢ ɞɟɨ ʁɟ ɫɚɦɨɤɨɩɢɪɚʁɭʄɢ ɤɨɞ, ɤɨʁɢ 
ɨɦɨɝɭʄɚɜɚ ɪɚɡɦɧɨɠɚɜɚʃɟ ɜɢɪɭɫɚ, ɚ ɞɪɭɝɢ ɞɟɨ ʁɟ ɤɨɪɢɫɧɢ ɬɟɪɟɬ (payload) 
ɤɨʁɢ ɦɨɠɟ ɛɢɬɢ ɛɟɡɨɩɚɫɚɧ (ɛɟɧɢɝɧɢ) ɢɥɢ ɨɩɚɫɚɧ (ɞɟɫɬɪɭɤɬɢɜɚɧ, 
ɦɚɥɢɝɧɢ). ɇɟɤɢ ɫɟ ɜɢɪɭɫɢ ɫɚɫɬɨʁɟ ɢɫɤʂɭɱɢɜɨ ɨɞ ɫɚɦɨɤɨɩɢɪɚʁɭʄɟɝ ɤɨɞɚ ɢ 
ɧɟɦɚʁɭ ɧɢɤɚɤɚɜ ɤɨɪɢɫɧɢ ɬɟɪɟɬ (Szɨr, 2005: 64). 
 
ȼɪɫɬɟ ɪɚɱɭɧɚɪɫɤɢɯ ɜɢɪɭɫɚ: 
x boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ í ɧɚɩɚɞɚʁɭ ɦaster boot ɫɟɤɬɨɪ; 
x ɩɚɪɚɡɢɬɫɤɢ í ɡɚɪɚɡɟ ɢɡɜɪɲɧɟ ɞɚɬɨɬeɤɟ ɞɨɞɚɜɚʃɟɦ ɫɜɨɝ ɫɚɞɪɠɚʁɚ 
ɭ ɫɬɪɭɤɬɭɪɭ ɩɪɨɝɪɚɦɚ; 
x ɫɜɟɫɬɪɚɧɢ ɜɢɪɭɫɢ (multipartite) í ɧɚɩɚɞɚʁɭ boot ɫɟɤɬɨɪɟ ɢ 
ɢɡɜɪɲɧɟ ɩɪɨɝɪɚɦɟ; 
x ɜɢɪɭɫɢ ɩɪɚɬɢɨɰɢ (companion) í ɫɬɜɚɪɚʁɭ .com ɞɚɬɨɬɟɤɭ 
ɤɨɪɢɫɬɟʄɢ ɢɦɟ ɜɟʄ ɩɨɫɬɨʁɟʄɟɝ .exe ɩɪɨɝɪɚɦɚ ɢ ɭɝɪɚɻɭʁɭ ɭ ʃɭ ɫɜɨʁ 
ɤɨɞ; 
x ɥɢɧɤ ɜɢɪɭɫɢ í ɭ ɬɪɟɧɭ ɢɧɮɢɰɢɪɚʁɭ ɧɚɩɚɞɧɭɬɢ ɪɚɱɭɧɚɪɫɤɢ 
ɫɢɫɬɟɦ, ɦɨɝɭ ɢɡɚɡɜɚɬɢ ɜɟɥɢɤɭ ɲɬɟɬɭ ɧɚ ɯɚɪɞ ɞɢɫɤɭ; 
x ɦɚɤɪɨ ɜɢɪɭɫɢ í ɢɦɚʁɭ ɦɨɝɭʄɧɨɫɬ ɞɚ ɫɚɦɢ ɫɟɛɟ ɤɨɩɢɪɚʁɭ, ɛɪɢɲɭ ɢ 
ɦɟʃɚʁɭ ɞɨɤɭɦɟɧɬɟ. 
Ɉɜɚ ɩɨɞɟɥɚ ɩɪɜɟɧɫɬɜɟɧɨ ɜɨɞɢ ɪɚɱɭɧɚ ɨ ɧɚɱɢɧɭ ɧɚ ɤɨʁɢ ɜɢɪɭɫ ɦɨɠɟ 
ɡɚɪɚɡɢɬɢ ɪɚɡɥɢɱɢɬɟ ɞɟɥɨɜɟ ɪɚɱɭɧɚɪɫɤɨɝ ɫɢɫɬɟɦɚ. Ȼɟɡ ɨɛɡɢɪɚ ɤɨʁɨʁ ɝɪɭɩɢ 
ɩɪɢɩɚɞɚ, ɫɜɚɤɢ ɜɢɪɭɫɧɢ ɤɨɞ ɦɨɪɚ ɛɢɬɢ ɢɡɜɪɲɟɧ ɞɚ ɛɢ ɩɪɨɪɚɞɢɨ ɢ 
ɪɚɡɦɧɨɠɚɜɚɨ ɫɟ. Ɉɫɧɨɜɧɚ ɪɚɡɥɢɤɚ ɢɡɦɟɻɭ ɪɚɡɥɢɱɢɬɢɯ ɜɢɪɭɫɚ ʁɟ ɭ ɧɚɱɢɧɭ 
ɧɚ ɤɨʁɢ ɬɨ ɩɨɤɭɲɚɜɚʁɭ ɞɚ ɢɡɜɟɞɭ. 
 
Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ 
Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ ɧɚɩɚɞɚʁɭ ɦaster boot ɫɟɤɬɨɪ, ɨɞɧɨɫɧɨ ʃɟɝɨɜɭ 
ɩɚɪɬɢɰɢɨɧɭ ɬɚɛɟɥɭ (partitition table), ɬʁ. ɩɪɨɝɪɚɦ ɤɨʁɢ ɫɟ ɭ ʃɢɦɚ ɧɚɥɚɡɢ. 
Boot ɫɟɤɬɨɪ ʁɟ ɢɞɟɚɥɚɧ ɨɛʁɟɤɬ ɡɚ ɢɧɮɟɤɰɢʁɭ, ɛɭɞɭʄɢ ɞɚ ɫɚɞɪɠɢ ɩɪɜɢ 
ɩɪɨɝɪɚɦ ɤɨʁɢ ɫɟ ɢɡɜɪɲɚɜɚ ɧɚ ɪɚɱɭɧɚɪɭ, ɱɢʁɢ ɫɟ ɫɚɞɪɠɚʁ ɦɨɠɟ ɦɟʃɚɬɢ. 
Ʉɚɞɚ ʁɟɞɧɨɦ ɪɚɱɭɧɚɪ ɛɭɞɟ ɭɤʂɭɱɟɧ, ɩɪɨɝɪɚɦ BIOS ɤɨʁɢ ɫɟ ɧɚɥɚɡɢ ɭ ROM 
ɦɟɦɨɪɢʁɢ ʄɟ ɛɟɡ ɩɢɬɚʃɚ ɭɱɢɬɚɬɢ ɫɚɞɪɠɚʁ ɦaster boot ɫɟɤɬɨɪɚ ɭ ɦɟɦɨɪɢʁɭ 
ɢ ɢɡɜɪɲɢɬɢ ɝɚ. Ⱥɤɨ ɫɟ ɭ ʃɟɦɭ ɧɚɥɚɡɢ ɜɢɪɭɫ, ɨɧ ʄɟ ɩɨɫɬɚɬɢ ɚɤɬɢɜɚɧ (Flo-
rio, Kasslin, 2008: 6). Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ ɫɟ ɦɨɝɭ ɲɢɪɢɬɢ ɢ ɩɨɦɨʄɭ 
ɩɨɫɟɛɧɢɯ ɩɪɨɝɪɚɦɚ, ɬɪɨʁɚɧɫɤɢɯ ɤɨʃɚ, ɡɜɚɧɢɯ ɛɚɰɚɱɢ (dropper), ɤɨʁɢɦɚ ʁɟ 
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ɩɨɤɪɟɬɚʃɭ ɡɚɪɚɠɟɧɟ ɞɚɬɨɬɟɤɟ ɲɢɪɟ ɫɟ ɧɚ ɞɪɭɝɟ. Ɇɟɻɭ ɪɚɱɭɧɚɪɫɤɢɦ 
ɜɢɪɭɫɢɦɚ ɩɨɫɬɨʁɟ ɨɧɢ ɤɨʁɢ ɫɭ ɫɚɦɨ ɦɚɥɚ ɫɦɟɬʃɚ ɩɪɢ ɪɚɞɭ, ɚɥɢ ɢ ɨɧɢ ɤɨʁɢ 
ɫɭ ɩɨɬɩɭɧɨ ɞɟɫɬɪɭɤɬɢɜɧɢ. 
Ⱦɚɧɚɫ ɫɟ ɡɚ ɨɩɢɫɢɜɚʃɟ ɞɟɫɬɪɭɤɬɢɜɧɨɝ ɫɨɮɬɜɟɪɚ ɱɟɲʄɟ ɤɨɪɢɫɬɢ 
ɢɡɪɚɡ ɡɥɨɧɚɦɟɪɚɧ ɢɥɢ ɦɚɥɢɰɢɨɡɚɧ ɫɨɮɬɜɟɪ, ɬʁ. ɦɚɥɜɟɪ. Ɉɯɪɚɛɪɭʁɭʄɚ 
ɱɢʃɟɧɢɰɚ ʁɟ ɞɚ ɫɟ ɩɪɚɜɢ ɜɢɪɭɫ ɧɟ ɲɢɪɢ ɛɟɡ ʂɭɞɫɤɢɯ ɩɨɫɬɭɩɚɤɚ ɤɨʁɢ ɛɢ 
ɝɚ ɩɨɤɪɟɬɚɥɢ, ɤɚɨ ɲɬɨ ɫɭ ɞɟʂɟʃɟ ɞɚɬɨɬɟɤɟ ɢɥɢ ɫɥɚʃɟ ɟ-ɩɨɪɭɤɟ. ȼɢɪɭɫ ɫɟ 
ɨɛɢɱɧɨ ɫɚɫɬɨʁɢ ɨɞ ɞɜɚ ɞɟɥɚ. ɉɪɜɢ ɞɟɨ ʁɟ ɫɚɦɨɤɨɩɢɪɚʁɭʄɢ ɤɨɞ, ɤɨʁɢ 
ɨɦɨɝɭʄɚɜɚ ɪɚɡɦɧɨɠɚɜɚʃɟ ɜɢɪɭɫɚ, ɚ ɞɪɭɝɢ ɞɟɨ ʁɟ ɤɨɪɢɫɧɢ ɬɟɪɟɬ (payload) 
ɤɨʁɢ ɦɨɠɟ ɛɢɬɢ ɛɟɡɨɩɚɫɚɧ (ɛɟɧɢɝɧɢ) ɢɥɢ ɨɩɚɫɚɧ (ɞɟɫɬɪɭɤɬɢɜɚɧ, 
ɦɚɥɢɝɧɢ). ɇɟɤɢ ɫɟ ɜɢɪɭɫɢ ɫɚɫɬɨʁɟ ɢɫɤʂɭɱɢɜɨ ɨɞ ɫɚɦɨɤɨɩɢɪɚʁɭʄɟɝ ɤɨɞɚ ɢ 
ɧɟɦɚʁɭ ɧɢɤɚɤɚɜ ɤɨɪɢɫɧɢ ɬɟɪɟɬ (Szɨr, 2005: 64). 
 
ȼɪɫɬɟ ɪɚɱɭɧɚɪɫɤɢɯ ɜɢɪɭɫɚ: 
x boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ í ɧɚɩɚɞɚʁɭ ɦaster boot ɫɟɤɬɨɪ; 
x ɩɚɪɚɡɢɬɫɤɢ í ɡɚɪɚɡɟ ɢɡɜɪɲɧɟ ɞɚɬɨɬeɤɟ ɞɨɞɚɜɚʃɟɦ ɫɜɨɝ ɫɚɞɪɠɚʁɚ 
ɭ ɫɬɪɭɤɬɭɪɭ ɩɪɨɝɪɚɦɚ; 
x ɫɜɟɫɬɪɚɧɢ ɜɢɪɭɫɢ (multipartite) í ɧɚɩɚɞɚʁɭ boot ɫɟɤɬɨɪɟ ɢ 
ɢɡɜɪɲɧɟ ɩɪɨɝɪɚɦɟ; 
x ɜɢɪɭɫɢ ɩɪɚɬɢɨɰɢ (companion) í ɫɬɜɚɪɚʁɭ .com ɞɚɬɨɬɟɤɭ 
ɤɨɪɢɫɬɟʄɢ ɢɦɟ ɜɟʄ ɩɨɫɬɨʁɟʄɟɝ .exe ɩɪɨɝɪɚɦɚ ɢ ɭɝɪɚɻɭʁɭ ɭ ʃɭ ɫɜɨʁ 
ɤɨɞ; 
x ɥɢɧɤ ɜɢɪɭɫɢ í ɭ ɬɪɟɧɭ ɢɧɮɢɰɢɪɚʁɭ ɧɚɩɚɞɧɭɬɢ ɪɚɱɭɧɚɪɫɤɢ 
ɫɢɫɬɟɦ, ɦɨɝɭ ɢɡɚɡɜɚɬɢ ɜɟɥɢɤɭ ɲɬɟɬɭ ɧɚ ɯɚɪɞ ɞɢɫɤɭ; 
x ɦɚɤɪɨ ɜɢɪɭɫɢ í ɢɦɚʁɭ ɦɨɝɭʄɧɨɫɬ ɞɚ ɫɚɦɢ ɫɟɛɟ ɤɨɩɢɪɚʁɭ, ɛɪɢɲɭ ɢ 
ɦɟʃɚʁɭ ɞɨɤɭɦɟɧɬɟ. 
Ɉɜɚ ɩɨɞɟɥɚ ɩɪɜɟɧɫɬɜɟɧɨ ɜɨɞɢ ɪɚɱɭɧɚ ɨ ɧɚɱɢɧɭ ɧɚ ɤɨʁɢ ɜɢɪɭɫ ɦɨɠɟ 
ɡɚɪɚɡɢɬɢ ɪɚɡɥɢɱɢɬɟ ɞɟɥɨɜɟ ɪɚɱɭɧɚɪɫɤɨɝ ɫɢɫɬɟɦɚ. Ȼɟɡ ɨɛɡɢɪɚ ɤɨʁɨʁ ɝɪɭɩɢ 
ɩɪɢɩɚɞɚ, ɫɜɚɤɢ ɜɢɪɭɫɧɢ ɤɨɞ ɦɨɪɚ ɛɢɬɢ ɢɡɜɪɲɟɧ ɞɚ ɛɢ ɩɪɨɪɚɞɢɨ ɢ 
ɪɚɡɦɧɨɠɚɜɚɨ ɫɟ. Ɉɫɧɨɜɧɚ ɪɚɡɥɢɤɚ ɢɡɦɟɻɭ ɪɚɡɥɢɱɢɬɢɯ ɜɢɪɭɫɚ ʁɟ ɭ ɧɚɱɢɧɭ 
ɧɚ ɤɨʁɢ ɬɨ ɩɨɤɭɲɚɜɚʁɭ ɞɚ ɢɡɜɟɞɭ. 
 
Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ 
Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ ɧɚɩɚɞɚʁɭ ɦaster boot ɫɟɤɬɨɪ, ɨɞɧɨɫɧɨ ʃɟɝɨɜɭ 
ɩɚɪɬɢɰɢɨɧɭ ɬɚɛɟɥɭ (partitition table), ɬʁ. ɩɪɨɝɪɚɦ ɤɨʁɢ ɫɟ ɭ ʃɢɦɚ ɧɚɥɚɡɢ. 
Boot ɫɟɤɬɨɪ ʁɟ ɢɞɟɚɥɚɧ ɨɛʁɟɤɬ ɡɚ ɢɧɮɟɤɰɢʁɭ, ɛɭɞɭʄɢ ɞɚ ɫɚɞɪɠɢ ɩɪɜɢ 
ɩɪɨɝɪɚɦ ɤɨʁɢ ɫɟ ɢɡɜɪɲɚɜɚ ɧɚ ɪɚɱɭɧɚɪɭ, ɱɢʁɢ ɫɟ ɫɚɞɪɠɚʁ ɦɨɠɟ ɦɟʃɚɬɢ. 
Ʉɚɞɚ ʁɟɞɧɨɦ ɪɚɱɭɧɚɪ ɛɭɞɟ ɭɤʂɭɱɟɧ, ɩɪɨɝɪɚɦ BIOS ɤɨʁɢ ɫɟ ɧɚɥɚɡɢ ɭ ROM 
ɦɟɦɨɪɢʁɢ ʄɟ ɛɟɡ ɩɢɬɚʃɚ ɭɱɢɬɚɬɢ ɫɚɞɪɠɚʁ ɦaster boot ɫɟɤɬɨɪɚ ɭ ɦɟɦɨɪɢʁɭ 
ɢ ɢɡɜɪɲɢɬɢ ɝɚ. Ⱥɤɨ ɫɟ ɭ ʃɟɦɭ ɧɚɥɚɡɢ ɜɢɪɭɫ, ɨɧ ʄɟ ɩɨɫɬɚɬɢ ɚɤɬɢɜɚɧ (Flo-
rio, Kasslin, 2008: 6). Boot ɫɟɤɬɨɪ ɜɢɪɭɫɢ ɫɟ ɦɨɝɭ ɲɢɪɢɬɢ ɢ ɩɨɦɨʄɭ 
ɩɨɫɟɛɧɢɯ ɩɪɨɝɪɚɦɚ, ɬɪɨʁɚɧɫɤɢɯ ɤɨʃɚ, ɡɜɚɧɢɯ ɛɚɰɚɱɢ (dropper), ɤɨʁɢɦɚ ʁɟ 
ɝɥɚɜɧɚ ɧɚɦɟɧɚ ɞɚ ɧɟɩɪɢɦɟɬɧɨ „ɭɛɚɰɟ“ ɜɢɪɭɫ ɭ boot ɫɟɤɬɨɪ. Boot ɫɟɤɬɨɪ 
ɜɢɪɭɫɢ ɫɭ ɜɟɨɦɚ ɭɫɩɟɲɧɢ ɭ ɪɚɡɦɧɨɠɚɜɚʃɭ – ɨɞ ɫɟɞɚɦ ɧɚʁɱɟɲʄɢɯ ɪɚɱɭ-
ɧɚɪɫɤɢɯ ɜɢɪɭɫɚ ɱɚɤ ɲɟɫɬ ɢɯ ʁɟ ɫɩɨɫɨɛɧɨ ɞɚ ɡɚɪɚɡɢ boot ɫɟɤɬɨɪ. 
ɇɭɥɬɢ ɫɟɤɬɨɪ ɯɚɪɞ ɞɢɫɤɚ ʁɟ ɦaster boot ɫɟɤɬɨɪ, ɧɚ ɤɨɦɟ ɫɟ ɧɚɥɚɡɢ 
ɤɨɞ ɩɨɬɪɟɛɚɧ ɡɚ ɩɨɤɪɟɬɚʃɟ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɧɚɤɨɧ ɲɬɨ BIOS 
ɢɡɜɪɲɢ ɩɨɱɟɬɧɟ ɩɪɨɜɟɪɟ. Ɂɛɨɝ ɬɨɝɚ ɫɟ ɨɜɚɤɜɢ ɦɚɥɢɰɢɨɡɧɢ ɩɪɨɝɪɚɦɢ ɱɢʁɢ 
ɫɟ ɤɨɞ ɭɩɢɫɭʁɟ ɭ MBR ɱɟɫɬɨ ɧɚɡɢɜɚʁɭ bootkit ɢɥɢ rootkit, ʁɟɪ ɫɟ ɭɱɢɬɚɜɚʁɭ 
ɧɚ ɬɚɤɨ ɧɢɫɤɨɦ ɧɢɜɨɭ, ɬɨɤɨɦ boot ɩɪɨɰɟɫɚ, ɩɪɟ ɩɨɤɪɟɬɚʃɚ ɨɩɟɪɚɬɢɜɧɨɝ 
ɫɢɫɬɟɦɚ ɢ ɚɧɬɢɜɢɪɭɫɧɨɝ ɫɨɮɬɜɟɪɚ. Ɂɛɨɝ ɬɨɝɚ ɲɬɨ ɫɭ ɧɟɜɢɞʂɢɜɢ ɡɚ 
ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɜɟɨɦɚ ɢɯ ʁɟ ɬɟɲɤɨ ɭɤɥɨɧɢɬɢ ɫɚ ɡɚɪɚɠɟɧɨɝ ɪɚɱɭɧɚɪɚ. 
ɍɩɪɚɜɨ ʁɟ ɬɨ ɪɚɡɥɨɝ ɡɛɨɝ ɤɨʁɟɝ ɚɭɬɨɪɢ ɦɚɥɜɟɪɚ ɫɜɟ ɱɟɲʄɟ ɤɚɨ ɦɟɬɭ 
ɛɢɪɚʁɭ MBR. ɋɚ ɦɚɥɢɰɢɨɡɧɢɦ ɤɨɞɨɦ, ɤɚɤɚɜ ʁɟ ɢ Popureb, ɛɨʁɧɨ ɩɨʂɟ 
ɨɫɬɚʁɟ ɢɡɜɚɧ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɚ ɫɜɚɤɚ ɛɟɡɛɟɞɧɨɫɧɚ ɩɪɨɬɢɜɦɟɪɚ 
ɚɧɬɢɜɢɪɭɫɧɨɝ ɫɨɮɬɜɟɪɚ ɩɪɢɦɟʃɟɧɚ ɭɧɭɬɚɪ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɦɨɠɟ 
ɛɢɬɢ ɢɡɛɟɝɧɭɬɚ. 
ɂɧɮɟɤɰɢʁɟ MBR ɫɭ ɧɚ ɧɟɤɨ ɜɪɟɦɟ ɩɨɬɩɭɧɨ ɢɲɱɟɡɥɟ ɧɚɤɨɧ ɲɬɨ ɫɟ 
ɡɚɜɪɲɢɥɚ ɟɪɚ ȾɈɋ ɜɢɪɭɫɚ (Giuliani, 2011). Ɉɧɞɚ ɫɟ ɤɪɚʁɟɦ 2007. ɝɨɞɢɧɟ 
ɩɨʁɚɜɢɨ Mebroot, ɩɪɜɢ ɦɚɥɜɟɪ ɤɨʁɢ ʁɟ ɩɨɝɨɞɢɨ MBR ɩɨɫɥɟ ɞɭɠɟɝ 
ɨɞɫɭɫɬɜɚ MBR ɢɧɮɟɤɬɨɪɚ. ɍ ɦɟɻɭɜɪɟɦɟɧɭ, bootkit-ɨɜɢ ɢɥɢ rootkit-ɨɜɢ ɫɭ 
ɡɧɚɱɚʁɧɨ ɧɚɩɪɟɞɨɜɚɥɢ, ɩɚ ɫɦɨ ɫɟ ɬɚɤɨ ɩɪɟɬɯɨɞɧɢɯ ɝɨɞɢɧɚ ɫɭɫɪɟɬɚɥɢ ɫɚ 
ɧɚɩɪɟɞɧɢɦ rootkit-ɨɜɢɦɚ ɤɚɨ ɲɬɨ ɫɭ TDL4 ɢɥɢ Whistler bootkit, ɫɜɟ ɞɨ 
ɦɚɥɢɰɢɨɡɧɢɯ ɩɪɨɝɪɚɦɚ ɢɡ ɝɪɭɩɟ ransomware, ɤɨʁɢ ɜɪɲɟ ɟɧɤɪɢɩɰɢʁɭ 
ɨɪɢɝɢɧɚɥɧɨɝ MBR ɤɨɞɚ ɢ ɩɨɬɨɦ ɡɚɪɚɠɟɧɟ ɤɨɦɩʁɭɬɟɪɟ ɩɪɟɬɜɚɪɚʁɭ ɭ ɬɚɨɰɟ 
ɞɨɤ ʃɢɯɨɜɢ ɚɭɬɨɪɢ ɢɥɢ ɤɪɢɦɢɧɚɥɧɟ ɛɚɧɞɟ ɤɨʁɟ ɫɬɨʁɟ ɢɡɚ ɨɜɚɤɜɢɯ 
ɦɚɥɜɟɪɚ ɨɞ ɤɨɪɢɫɧɢɤɚ ɤɨɦɩʁɭɬɟɪɚ ɧɟ ɞɨɛɢʁɭ ɧɨɜɚɰ ɤɨʁɢɦ ɨɧɢ ɨɬɤɭɩʂɭʁɭ 




ɋɥɢɤɚ 3 – ɏɚɪɞ ɞɢɫɤ ɡɚɪɚɠɟɧ TDL4 bootkit ɜɢɪɭɫɨɦ 
(ɂɡɜɨɪ: http://www.welivesecurity.com/2012/01/03/bootkit-threat-evolution-
in-2011-2, ɞɨɫɬɭɩɧɨ 15.02.2014.) 
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ɇɚɩɚɞɢ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
 
ɍɩɚɞ ɧɚ ɫɢɫɬɟɦ ɩɨɞɪɚɡɭɦɟɜɚ ɞɨɛɢʁɚʃɟ ɩɪɢɫɬɭɩɚ ɤɪɨɡ ɤɨɪɢɲʄɟʃɟ 
ɪɚʃɢɜɨɫɬɢ ɫɢɫɬɟɦɚ, ɤɚɨ ɢ ɞɨɛɢʁɚʃɟ ɩɪɢɜɢɥɟɝɢʁɚ ɧɚ ɫɢɫɬɟɦɭ. Ɂɥɨɧɚɦɟɪɧɨ 
ɞɨɛɢʁɚʃɟ ɩɪɢɫɬɭɩɚ ɧɚ ɫɢɫɬɟɦɭ ɧɚʁɱɟɲʄɟ ɫɟ ɨɫɬɜɚɪɭʁɟ ɧɚ ɞɜɚ ɧɚɱɢɧɚ: 
ɧɚɩɚɞɨɦ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɢ ɧɚɩɚɞɨɦ ɧɚ ɩɪɨɝɪɚɦɟ ɢɧɫɬɚɥɢɪɚɧɟ ɧɚ 
ɫɢɫɬɟɦɭ. 
Ʉɚɞɚ ʁɟ ɪɟɱ ɨ ɧɚɩɚɞɭ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɫɟɪɜɢɫɢ ɢ ɨɬɜɨɪɟɧɢ 
ɩɨɪɬɨɜɢ ɩɪɟɞɫɬɚɜʂɚʁɭ ɝɥɚɜɧɟ ɫɥɚɛɨɫɬɢ ɤɨʁɟ ɫɭ ɩɪɟɞɦɟɬ ɢɫɤɨɪɢɲʄɚɜɚʃɚ. 
ɒɬɨ ʁɟ ɜɢɲɟ ɫɟɪɜɢɫɚ ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ, ɬɨ ʁɟ ɜɢɲɟ ɩɪɢɫɬɭɩɧɢɯ 
ɬɚɱɚɤɚ ɧɚ ɫɢɫɬɟɦɭ. ɇɚ ɨɫɧɨɜɭ ɨɜɚɤɜɨɝ ɝɥɟɞɢɲɬɚ, ɩɨɞɪɚɡɭɦɟɜɚɧɚ 
ɢɧɫɬɚɥɚɰɢʁɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɬɪɟɛɚ ɞɚ ɛɭɞɟ ɫɚ ɲɬɨ ɦɚʃɢɦ ɛɪɨʁɟɦ 
ɩɨɤɪɟɧɭɬɢɯ ɫɟɪɜɢɫɚ (ɫɚɦɨ ɧɟɨɩɯɨɞɧɢɦ) ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ (ɭɤɨɥɢɤɨ ʁɟ 
ɩɨɬɪɟɛɚɧ ɜɟʄɢ ɛɪɨʁ, ɦɨɝɭ ɫɟ ɧɚɤɧɚɞɧɨ ɢɧɫɬɚɥɢɪɚɬɢ ɫɟɪɜɢɫɢ). Ɇɟɻɭɬɢɦ, ɭ 
ɪɟɚɥɧɨɫɬɢ ɬɨ ɧɢʁɟ ɫɥɭɱɚʁ. ɉɨɞɪɚɡɭɦɟɜɚɧɚ ɢɧɫɬɚɥɚɰɢʁɚ ɫɚɞɪɠɢ ɜɟɥɢɤɢ 
ɛɪɨʁ ɩɨɤɪɟɧɭɬɢɯ ɫɟɪɜɢɫɚ ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ, ɚ ɪɚɡɥɨɡɢ ɡɚ ɢɧɫɬɚɥɢɪɚʃɟ 
ɜɟɥɢɤɨɝ ɛɪɨʁɚ ɫɟɪɜɢɫɚ ɩɪɢ ɩɨɞɪɚɡɭɦɟɜɚɧɨʁ ɢɧɫɬɚɥɚɰɢʁɢ ɨɩɟɪɚɬɢɜɧɨɝ 
ɫɢɫɬɟɦɚ ɤɨʁɚ ɫɚ ɫɨɛɨɦ ɧɨɫɢ ɨɝɪɨɦɚɧ ɛɟɡɛɟɞɧɨɫɧɢ ɪɢɡɢɤ ʁɟɫɭ ɦɚɬɟɪɢʁɚ-
ɥɧɢ. ɐɢʂ ɩɪɨɢɡɜɨɻɚɱɚ ʁɟ ɞɚ ɤɨɪɢɫɧɢɤ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɦɨɠɟ ɞɚ 
ɢɧɫɬɚɥɢɪɚ ɢ ɤɨɧɮɢɝɭɪɢɲɟ ɫɢɫɬɟɦ ɫɚ ɧɚʁɦɚʃɟ ɧɚɩɨɪɚ. Ɍɨ ɡɧɚɱɢ ɞɚ, ɫ 
ʁɟɞɧɟ ɫɬɪɚɧɟ, ɢɦɚɦɨ ɫɦɚʃɟʃɟ ɬɪɨɲɤɨɜɚ ɡɚ ɩɪɨɢɡɜɨɻɚɱɚ, ɚ ɫ ɞɪɭɝɟ ɫɬɪɚɧɟ 
ɢɦɚɦɨ ɜɟʄɭ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɧɚ ɫɢɫɬɟɦɭ ɢ ɜɟʄɟ ɡɚɞɨɜɨʂɫɬɜɨ ɤɨɪɢɫɧɢɤɚ 
ɩɪɢɥɢɤɨɦ ɢɧɫɬɚɥɚɰɢʁɟ ɫɢɫɬɟɦɚ (ɩɪɢ ɱɟɦɭ ɫɟ ɢɧɫɬɚɥɢɪɚ ɢ ɨɧɨ ɲɬɨ ʁɟ 
ɩɨɬɪɟɛɧɨ ɢ ɨɧɨ ɲɬɨ ɧɢʁɟ). ɋɚ ɫɬɚɧɨɜɢɲɬɚ ɩɪɨɢɡɜɨɻɚɱɚ ɬɨ ʁɟ 
ɩɪɢɯɜɚɬʂɢɜɨ, ɚɥɢ ɫɚ ɫɬɚɧɨɜɢɲɬɚ ɛɟɡɛɟɞɧɨɫɬɢ ɧɢʁɟ. Ⱦɨɞɚɬɧɢ ɩɪɨɛɥɟɦ 
ɥɟɠɢ ɭ ɱɢʃɟɧɢɰɢ ɞɚ ɤɨɪɢɫɧɢɰɢ ɪɚɱɭɧɚɪɫɤɢɯ ɫɢɫɬɟɦɚ ɧɢɫɭ ɞɨɜɨʂɧɨ 
ɫɜɟɫɧɢ ɪɚʃɢɜɨɫɬɢ ɫɢɫɬɟɦɚ ɤɨʁɟ ɤɨɪɢɫɬɟ. ɂɫɬɨ ɬɚɤɨ, ɭ ɦɧɨɝɢɦ 
ɨɪɝɚɧɢɡɚɰɢʁɚɦɚ ɫɦɚɬɪɚʁɭ ɞɚ ʁɟ ɢɧɫɬɚɥɢɪɚʃɟɦ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɧɚ 
ɪɚɱɭɧɚɪɭ ɩɨɫɚɨ ɡɚɜɪɲɟɧ ɢ ɧɟ ɩɪɢɦɟʃɭʁɭ ɤɪɩʂɟʃɟ ɢ ɚɠɭɪɢɪɚʃɟ ɫɢɫɬɟɦɚ 
(update) ɤɨʁɟ ɫɟ ɩɪɟɩɨɪɭɱɭʁɟ ɧɚ ɞɧɟɜɧɨɦ ɧɢɜɨɭ (Sinchak, 2004: 161). 
ɉɪɢ ɫɚɝɥɟɞɚɜɚʃɭ ɧɚɩɚɞɚ ɧɚ ɩɪɨɝɪɚɦɟ ɢɧɫɬɚɥɢɪɚɧɟ ɧɚ ɫɢɫɬɟɦɭ 
ɭɡɪɨɤɟ ɬɪɟɛɚ ɬɪɚɠɢɬɢ ɭ ʃɢɯɨɜɨɦ ɪɚɡɜɨʁɭ ʁɟɪ ɛɟɡɛɟɞɧɨɫɬ ɧɢʁɟ 
ɢɦɩɥɟɦɟɧɬɢɪɚɧɚ ɭ ɞɢɡɚʁɧ ɫɚɦɨɝ ɩɪɨɝɪɚɦɚ. ɍ ɩɪɚɤɫɢ ɫɟ ɩɪɨɝɪɚɦɟɪɢ ɤɨʁɢ 
ɪɚɡɜɢʁɚʁɭ ɩɪɨɝɪɚɦɟ ɫɭɫɪɟʄɭ ɫɚ ɜɪɥɨ ɤɪɚɬɤɢɦ ɪɨɤɨɜɢɦɚ ɞɚɬɢɦ ɡɚ ʃɢɯɨɜɭ 
ɪɟɚɥɢɡɚɰɢʁɭ. Ɍɨ ɡɧɚɱɢ ɞɚ ɫɟ ɬɟɫɬɢɪɚʃɟ ɧɟ ɢɡɜɪɲɚɜɚ ɞɟɬɚʂɧɨ. Ɍɚɤɨɻɟ, 
ɞɨɞɚɬɧɢ ɩɪɨɛɥɟɦɢ ɤɨʁɢ ɫɟ ɬɢɱɟ ɛɟɡɛɟɞɧɨɫɬɢ ɧɚɫɬɚʁɭ ɩɪɢɥɢɤɨɦ 
ɩɨɜɟʄɚɜɚʃɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɢ ɤɨɦɩɥɟɤɫɧɨɫɬɢ ɩɪɨɝɪɚɦɚ, ɩɚ ɫɭ ɲɚɧɫɟ 
ɡɚ ɬɟɫɬɢɪɚʃɟ ɫɜɢɯ ɮɭɧɤɰɢʁɚ ʁɨɲ ɦɚʃɟ. Ɂɥɨɭɩɨɬɪɟɛɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ 
ɨɬɜɚɪɚ ɜɪɚɬɚ ɡɚ ɤɨɦɩɪɨɦɢɬɨɜɚʃɟ ɛɟɡɛɟɞɧɨɫɬɢ ɧɚ ɫɢɫɬɟɦɭ. ɇɚ ɩɪɢɦɟɪ, 
ʁɟɞɚɧ e-mail ɤɥɢʁɟɧɬ ɦɨɠɟ ɞɚ ɫɚɞɪɠɢ ɮɭɧɤɰɢʁɭ ɤɨʁɚ ɨɦɨɝɭʄɭʁɟ ɞɢɪɟɤɬɧɨ 
ɢɲɱɢɬɚɜɚʃɟ html ɩɨɪɭɤɟ ɡɚ ɤɨɪɢɫɧɢɤɚ. ɇɚɩɚɞɚɱ ɨɜɨ ɦɨɠɟ ɞɚ ɢɫɤɨɪɢɫɬɢ 
ɬɚɤɨ ɲɬɨ ɨɫɦɢɫɥɢ ɥɚɠɧɭ ɩɨɪɭɤɭ ɤɨʁɚ ɭ html ɢɡɝɥɟɞɚ ɪɟɝɭɥɚɪɧɨ, ɚɥɢ 
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ɇɚɩɚɞɢ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
 
ɍɩɚɞ ɧɚ ɫɢɫɬɟɦ ɩɨɞɪɚɡɭɦɟɜɚ ɞɨɛɢʁɚʃɟ ɩɪɢɫɬɭɩɚ ɤɪɨɡ ɤɨɪɢɲʄɟʃɟ 
ɪɚʃɢɜɨɫɬɢ ɫɢɫɬɟɦɚ, ɤɚɨ ɢ ɞɨɛɢʁɚʃɟ ɩɪɢɜɢɥɟɝɢʁɚ ɧɚ ɫɢɫɬɟɦɭ. Ɂɥɨɧɚɦɟɪɧɨ 
ɞɨɛɢʁɚʃɟ ɩɪɢɫɬɭɩɚ ɧɚ ɫɢɫɬɟɦɭ ɧɚʁɱɟɲʄɟ ɫɟ ɨɫɬɜɚɪɭʁɟ ɧɚ ɞɜɚ ɧɚɱɢɧɚ: 
ɧɚɩɚɞɨɦ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ ɢ ɧɚɩɚɞɨɦ ɧɚ ɩɪɨɝɪɚɦɟ ɢɧɫɬɚɥɢɪɚɧɟ ɧɚ 
ɫɢɫɬɟɦɭ. 
Ʉɚɞɚ ʁɟ ɪɟɱ ɨ ɧɚɩɚɞɭ ɧɚ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ, ɫɟɪɜɢɫɢ ɢ ɨɬɜɨɪɟɧɢ 
ɩɨɪɬɨɜɢ ɩɪɟɞɫɬɚɜʂɚʁɭ ɝɥɚɜɧɟ ɫɥɚɛɨɫɬɢ ɤɨʁɟ ɫɭ ɩɪɟɞɦɟɬ ɢɫɤɨɪɢɲʄɚɜɚʃɚ. 
ɒɬɨ ʁɟ ɜɢɲɟ ɫɟɪɜɢɫɚ ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ, ɬɨ ʁɟ ɜɢɲɟ ɩɪɢɫɬɭɩɧɢɯ 
ɬɚɱɚɤɚ ɧɚ ɫɢɫɬɟɦɭ. ɇɚ ɨɫɧɨɜɭ ɨɜɚɤɜɨɝ ɝɥɟɞɢɲɬɚ, ɩɨɞɪɚɡɭɦɟɜɚɧɚ 
ɢɧɫɬɚɥɚɰɢʁɚ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɬɪɟɛɚ ɞɚ ɛɭɞɟ ɫɚ ɲɬɨ ɦɚʃɢɦ ɛɪɨʁɟɦ 
ɩɨɤɪɟɧɭɬɢɯ ɫɟɪɜɢɫɚ (ɫɚɦɨ ɧɟɨɩɯɨɞɧɢɦ) ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ (ɭɤɨɥɢɤɨ ʁɟ 
ɩɨɬɪɟɛɚɧ ɜɟʄɢ ɛɪɨʁ, ɦɨɝɭ ɫɟ ɧɚɤɧɚɞɧɨ ɢɧɫɬɚɥɢɪɚɬɢ ɫɟɪɜɢɫɢ). Ɇɟɻɭɬɢɦ, ɭ 
ɪɟɚɥɧɨɫɬɢ ɬɨ ɧɢʁɟ ɫɥɭɱɚʁ. ɉɨɞɪɚɡɭɦɟɜɚɧɚ ɢɧɫɬɚɥɚɰɢʁɚ ɫɚɞɪɠɢ ɜɟɥɢɤɢ 
ɛɪɨʁ ɩɨɤɪɟɧɭɬɢɯ ɫɟɪɜɢɫɚ ɢ ɨɬɜɨɪɟɧɢɯ ɩɨɪɬɨɜɚ, ɚ ɪɚɡɥɨɡɢ ɡɚ ɢɧɫɬɚɥɢɪɚʃɟ 
ɜɟɥɢɤɨɝ ɛɪɨʁɚ ɫɟɪɜɢɫɚ ɩɪɢ ɩɨɞɪɚɡɭɦɟɜɚɧɨʁ ɢɧɫɬɚɥɚɰɢʁɢ ɨɩɟɪɚɬɢɜɧɨɝ 
ɫɢɫɬɟɦɚ ɤɨʁɚ ɫɚ ɫɨɛɨɦ ɧɨɫɢ ɨɝɪɨɦɚɧ ɛɟɡɛɟɞɧɨɫɧɢ ɪɢɡɢɤ ʁɟɫɭ ɦɚɬɟɪɢʁɚ-
ɥɧɢ. ɐɢʂ ɩɪɨɢɡɜɨɻɚɱɚ ʁɟ ɞɚ ɤɨɪɢɫɧɢɤ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɦɨɠɟ ɞɚ 
ɢɧɫɬɚɥɢɪɚ ɢ ɤɨɧɮɢɝɭɪɢɲɟ ɫɢɫɬɟɦ ɫɚ ɧɚʁɦɚʃɟ ɧɚɩɨɪɚ. Ɍɨ ɡɧɚɱɢ ɞɚ, ɫ 
ʁɟɞɧɟ ɫɬɪɚɧɟ, ɢɦɚɦɨ ɫɦɚʃɟʃɟ ɬɪɨɲɤɨɜɚ ɡɚ ɩɪɨɢɡɜɨɻɚɱɚ, ɚ ɫ ɞɪɭɝɟ ɫɬɪɚɧɟ 
ɢɦɚɦɨ ɜɟʄɭ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɧɚ ɫɢɫɬɟɦɭ ɢ ɜɟʄɟ ɡɚɞɨɜɨʂɫɬɜɨ ɤɨɪɢɫɧɢɤɚ 
ɩɪɢɥɢɤɨɦ ɢɧɫɬɚɥɚɰɢʁɟ ɫɢɫɬɟɦɚ (ɩɪɢ ɱɟɦɭ ɫɟ ɢɧɫɬɚɥɢɪɚ ɢ ɨɧɨ ɲɬɨ ʁɟ 
ɩɨɬɪɟɛɧɨ ɢ ɨɧɨ ɲɬɨ ɧɢʁɟ). ɋɚ ɫɬɚɧɨɜɢɲɬɚ ɩɪɨɢɡɜɨɻɚɱɚ ɬɨ ʁɟ 
ɩɪɢɯɜɚɬʂɢɜɨ, ɚɥɢ ɫɚ ɫɬɚɧɨɜɢɲɬɚ ɛɟɡɛɟɞɧɨɫɬɢ ɧɢʁɟ. Ⱦɨɞɚɬɧɢ ɩɪɨɛɥɟɦ 
ɥɟɠɢ ɭ ɱɢʃɟɧɢɰɢ ɞɚ ɤɨɪɢɫɧɢɰɢ ɪɚɱɭɧɚɪɫɤɢɯ ɫɢɫɬɟɦɚ ɧɢɫɭ ɞɨɜɨʂɧɨ 
ɫɜɟɫɧɢ ɪɚʃɢɜɨɫɬɢ ɫɢɫɬɟɦɚ ɤɨʁɟ ɤɨɪɢɫɬɟ. ɂɫɬɨ ɬɚɤɨ, ɭ ɦɧɨɝɢɦ 
ɨɪɝɚɧɢɡɚɰɢʁɚɦɚ ɫɦɚɬɪɚʁɭ ɞɚ ʁɟ ɢɧɫɬɚɥɢɪɚʃɟɦ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɧɚ 
ɪɚɱɭɧɚɪɭ ɩɨɫɚɨ ɡɚɜɪɲɟɧ ɢ ɧɟ ɩɪɢɦɟʃɭʁɭ ɤɪɩʂɟʃɟ ɢ ɚɠɭɪɢɪɚʃɟ ɫɢɫɬɟɦɚ 
(update) ɤɨʁɟ ɫɟ ɩɪɟɩɨɪɭɱɭʁɟ ɧɚ ɞɧɟɜɧɨɦ ɧɢɜɨɭ (Sinchak, 2004: 161). 
ɉɪɢ ɫɚɝɥɟɞɚɜɚʃɭ ɧɚɩɚɞɚ ɧɚ ɩɪɨɝɪɚɦɟ ɢɧɫɬɚɥɢɪɚɧɟ ɧɚ ɫɢɫɬɟɦɭ 
ɭɡɪɨɤɟ ɬɪɟɛɚ ɬɪɚɠɢɬɢ ɭ ʃɢɯɨɜɨɦ ɪɚɡɜɨʁɭ ʁɟɪ ɛɟɡɛɟɞɧɨɫɬ ɧɢʁɟ 
ɢɦɩɥɟɦɟɧɬɢɪɚɧɚ ɭ ɞɢɡɚʁɧ ɫɚɦɨɝ ɩɪɨɝɪɚɦɚ. ɍ ɩɪɚɤɫɢ ɫɟ ɩɪɨɝɪɚɦɟɪɢ ɤɨʁɢ 
ɪɚɡɜɢʁɚʁɭ ɩɪɨɝɪɚɦɟ ɫɭɫɪɟʄɭ ɫɚ ɜɪɥɨ ɤɪɚɬɤɢɦ ɪɨɤɨɜɢɦɚ ɞɚɬɢɦ ɡɚ ʃɢɯɨɜɭ 
ɪɟɚɥɢɡɚɰɢʁɭ. Ɍɨ ɡɧɚɱɢ ɞɚ ɫɟ ɬɟɫɬɢɪɚʃɟ ɧɟ ɢɡɜɪɲɚɜɚ ɞɟɬɚʂɧɨ. Ɍɚɤɨɻɟ, 
ɞɨɞɚɬɧɢ ɩɪɨɛɥɟɦɢ ɤɨʁɢ ɫɟ ɬɢɱɟ ɛɟɡɛɟɞɧɨɫɬɢ ɧɚɫɬɚʁɭ ɩɪɢɥɢɤɨɦ 
ɩɨɜɟʄɚɜɚʃɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɢ ɤɨɦɩɥɟɤɫɧɨɫɬɢ ɩɪɨɝɪɚɦɚ, ɩɚ ɫɭ ɲɚɧɫɟ 
ɡɚ ɬɟɫɬɢɪɚʃɟ ɫɜɢɯ ɮɭɧɤɰɢʁɚ ʁɨɲ ɦɚʃɟ. Ɂɥɨɭɩɨɬɪɟɛɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ 
ɨɬɜɚɪɚ ɜɪɚɬɚ ɡɚ ɤɨɦɩɪɨɦɢɬɨɜɚʃɟ ɛɟɡɛɟɞɧɨɫɬɢ ɧɚ ɫɢɫɬɟɦɭ. ɇɚ ɩɪɢɦɟɪ, 
ʁɟɞɚɧ e-mail ɤɥɢʁɟɧɬ ɦɨɠɟ ɞɚ ɫɚɞɪɠɢ ɮɭɧɤɰɢʁɭ ɤɨʁɚ ɨɦɨɝɭʄɭʁɟ ɞɢɪɟɤɬɧɨ 
ɢɲɱɢɬɚɜɚʃɟ html ɩɨɪɭɤɟ ɡɚ ɤɨɪɢɫɧɢɤɚ. ɇɚɩɚɞɚɱ ɨɜɨ ɦɨɠɟ ɞɚ ɢɫɤɨɪɢɫɬɢ 
ɬɚɤɨ ɲɬɨ ɨɫɦɢɫɥɢ ɥɚɠɧɭ ɩɨɪɭɤɭ ɤɨʁɚ ɭ html ɢɡɝɥɟɞɚ ɪɟɝɭɥɚɪɧɨ, ɚɥɢ 
ɫɚɞɪɠɢ ɯɢɩɟɪɥɢɧɤ ɤɨʁɢ ɜɨɞɢ ɞɨ ɡɥɨɧɚɦɟɪɧɟ ɜɟɛ ɫɬɪɚɧɢɰɟ ɤɚɞɚ ɤɨɪɢɫɧɢɤ 
ɤɥɢɤɧɟ ɧɚ ʃɭ (Scarfone,Mell, 2009: 1). Ⱦɪɭɝɢ ɩɪɨɛɥɟɦ ɤɨʁɢ ɫɟ ɨɞɧɨɫɢ ɧɚ 
ɩɪɨɝɪɚɦɟ ʁɟɫɬɟ ɢɫɩɢɬɢɜɚʃɟ ɧɚ ɝɪɟɲɤɟ (error-checking). ȳɟɞɚɧ ɨɞ ɪɚɡɥɨɝɚ 
ɜɟɥɢɤɨɝ ɛɪɨʁɚ ɛɟɡɛɟɞɧɨɫɧɢɯ ɩɪɨɩɭɫɬɚ ɭ ɩɪɨɝɪɚɦɢɦɚ ʁɟ ɭɩɪɚɜɨ 
ɧɟɞɨɫɬɚɬɚɤ ɢɫɩɢɬɢɜɚʃɚ ɝɪɟɲɚɤɚ. Buffer overflow ʁɟ ʁɟɞɚɧ ɨɞ ɩɪɢɦɟɪɚ 
ɨɜɨɝ ɩɪɨɛɥɟɦɚ, ɢ ɬɭ ɪɚʃɢɜɨɫɬ ɦɨɠɟ ɡɥɨɭɩɨɬɪɟɛɢɬɢ ɧɚɩɚɞɚɱ ɞɚ ɞɨɛɢʁɟ 
ɩɪɢɫɬɭɩ ɫɢɫɬɟɦɭ, ɩɪɢɜɢɥɟɝɢʁɟ, ɚ ɦɨɠɟ ɢ ɞɚ ɨɧɟɦɨɝɭʄɢ ɫɟɪɜɢɫɟ ɧɚ 
ɫɢɫɬɟɦɭ. ɉɪɟɤɨɪɚɱɟʃɟ ɛɚɮɟɪɚ ɦɨɠɟ ɞɚ ɢɡɚɡɨɜɟ ɤɪɚɯ ɢɥɢ ɧɟɩɪɚɜɢɥɧɨ 
ɢɡɜɪɲɟʃɟ ɩɪɨɝɪɚɦɚ, ɚ ɧɚʁɱɟɲʄɚ ɩɨɫɥɟɞɢɰɚ ʁɟ ɪɚʃɢɜɨɫɬ ɤôɞɚ ɤɨʁɭ 
ɧɚɩɚɞɚɱɢ ɦɨɝɭ ɢɫɤɨɪɢɫɬɢɬɢ (ɉɥɟɫɤɨʃɢʄ, 2007: 505). 
ɇɚɩɚɞ ɬɢɩɚ buffer overflow ɧɚɫɬɚʁɟ ɤɚɞɚ ɧɚɩɚɞɚɱ ɩɨɤɭɲɚɜɚ ɞɚ 
ɭɫɤɥɚɞɢɲɬɢ ɜɟʄɢ ɛɪɨʁ ɩɨɞɚɬɚɤɚ ɭ ɛɚɮɟɪ ɦɟɦɨɪɢʁɭ ɭ ɨɞɧɨɫɭ ɧɚ ɛɪɨʁ ɤɨʁɢ 
ʁɟ ɩɪɨɝɪɚɦɟɪ ɩɪɟɞɜɢɞɟɨ, ɩɪɨɭɡɪɨɤɭʁɭʄɢ ɬɚɤɨ ɩɪɟɥɢɜɚʃɟ ɩɨɞɚɬɚɤɚ ɫɚ 
ɦɚɥɢɰɢɨɡɧɢɦ ɤɨɞɨɦ ɭ ɞɪɭɝɟ ɛɚɮɟɪɟ. ɉɪɢɦɟɪ ɡɚ ɩɪɟɩɭʃɚɜɚʃɟ ɛɚɮɟɪɚ 
ɦɨɠɟ ɫɟ ɢɥɭɫɬɪɨɜɚɬɢ ɧɚ ɫɥɟɞɟʄɢ ɧɚɱɢɧ: ɩɪɨɝɪɚɦ ɨɱɟɤɭʁɟ ɧɢɡ ɨɞ 80 
ɡɧɚɤɨɜɚ, ɚ ɤɨɪɢɫɧɢɤ ɭɧɟɫɟ 300. Ʉɚɞɚ ɫɟ ɢɡɜɪɲɢ ɨɜɚʁ ɤɨɞ, ɧɚɩɚɞɚɱ ɦɨɠɟ 
ɞɚ ɞɨɛɢʁɟ ɩɨɬɩɭɧɭ ɤɨɧɬɪɨɥɭ ɧɚɞ ɫɢɫɬɟɦɨɦ (One, 1996: 12). ɉɨɫɬɨʁɟ ɞɜɚ 
ɬɢɩɚ ɩɪɟɩɭʃɚɜɚʃɚ ɛɚɮɟɪɚ: ɫɬɟɤ ɢ ɝɨɦɢɥɚ. ɋɬɟɤ ɢ ɝɨɦɢɥɚ ɩɪɟɞɫɬɚɜʂɚʁɭ 
ɞɜɟ ɨɛɥɚɫɬɢ ɭ ɦɟɦɨɪɢʁɫɤɨʁ ɫɬɪɭɤɬɭɪɢ ɤɨʁɟ ɫɟ ɞɨɞɟʂɭʁɭ ɩɪɢɥɢɤɨɦ 
ɩɨɤɪɟɬɚʃɚ ɩɪɨɝɪɚɦɚ. ɉɨɡɢɜɢ ɮɭɧɤɰɢʁɚ ɫɟ ɱɭɜɚʁɭ ɭ ɫɬɟɤ ɨɛɥɚɫɬɢ, ɚ 
ɞɢɧɚɦɢɱɤɟ ɩɪɨɦɟɧʂɢɜɟ ɫɟ ɱɭɜɚʁɭ ɭ ɨɛɥɚɫɬɢ ɝɨɦɢɥɟ. Ɂɥɨɧɚɦɟɪɧɢ 
ɧɚɩɚɞɚɱɢ ɦɨɝɭ ɞɚ ɤɨɪɢɫɬɟ buffer overflow ɝɨɦɢɥɭ ɫɚ ɰɢʂɟɦ ɞɚ ɢɡɦɟɧɟ 
ɲɢɮɪɭ, ɢɦɟ ɮɚʁɥɚ ɢɥɢ ɞɪɭɝɟ ɩɨɞɚɬɤɟ. ɍɤɨɥɢɤɨ ɫɟ ɢɦɟ ɮɚʁɥɚ ɢɡɦɟɧɢ, 
ɞɪɭɝɢ ɮɚʁɥ ʄɟ ɛɢɬɢ ɨɬɜɨɪɟɧ. Ɍɨ ɡɧɚɱɢ ɞɚ ʄɟ ɭɤɨɥɢɤɨ ʁɟ ɬɨ ɧɟɤɚ ɢɡɜɪɲɧɚ 




ɋɥɢɤɚ 4 – Ɍɢɩ ɧɚɩɚɞɚ buffer overflow 
(ɂɡɜɨɪ: http://cis1.towson.edu/~cssecinj/modules/cs2/buffer-overflow-cs2-
java, ɞɨɫɬɭɩɧɨ 15.02.2014.) 
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Ȼɟɡɛɟɞɧɨɫɬ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɧɚ ɦɨɛɢɥɧɢɦ ɭɪɟɻɚʁɢɦɚ 
 
ɋɚ ɚɫɩɟɤɬɚ ɛɟɡɛɟɞɧɨɫɬɢ ɩɨɫɬɨʁɟ ɪɚɡɥɢɱɢɬɢ ɧɚɩɚɞɢ ɧɚ ɤɨɦɭɧɢɤɚɰɢɨɧɢ 
ɤɚɧɚɥ ɦɨɛɢɥɧɨɝ ɬɟɥɟɮɨɧɚ, ɨɞɧɨɫɧɨ ɧɚ ɪɚɞɧɨ ɨɤɪɭɠɟʃɟ ɦɨɛɢɥɧɨɝ ɭɪɟɻɚʁɚ. 
ɉɪɟɬʃɟ ɩɨ ɛɟɡɛɟɞɧɨɫɬ ɦɨɛɢɥɧɨɝ ɭɪɟɻɚʁɚ ɤɥɚɫɢɮɢɤɨɜɚɧɟ ɫɭ ɩɨ ɫɜɨʁɨʁ 
ɩɪɢɩɚɞɧɨɫɬɢ, ɚ ɞɟɥɢɦɨ ɢɯ ɧɚ ɱɟɬɢɪɢ ɤɥɚɫɟ: ɯɚɪɞɜɟɪɫɤɟ, ɬɢɩɫɤɟ ɧɟɡɚɜɢɫɧɟ, 
ɫɨɮɬɜɟɪɫɤɟ ɢ ɤɨɪɢɫɧɢɱɤɟ (Muthumanickam, Ilavarasan, 2014:2383-2384). 
ɏɚɪɞɜɟɪɫɤɢ ɧɚɩɚɞɢ ɩɪɢɩɚɞɚʁɭ ɞɟɥɭ ɛɟɡɛɟɞɧɨɫɬɢ ɦɨɛɢɥɧɢɯ ɭɪɟɻɚʁɚ ɫɚ 
ɚɫɩɟɤɬɚ ɲɢɪɟɝ ɫɬɚɧɨɜɢɲɬɚ. Ɉɜɟ ɜɪɫɬɟ ɧɚɩɚɞɚ ɫɟ ɢɡɜɪɲɚɜɚʁɭ ɩɪɟɩɪɚɜɤɨɦ ɜɟʄ 
ɭɝɪɚɻɟɧɨɝ ɯɚɪɞɜɟɪɚ. ɉɨɲɬɨ ɡɚɯɬɟɜɚʁɭ ɮɢɡɢɱɤɢ ɩɪɢɫɬɭɩ ɯɚɪɞɜɟɪɭ ɦɨɛɢɥɧɨɝ 
ɭɪɟɻɚʁɚ, ɨɜɚɤɜɢ ɧɚɩɚɞɢ ɧɢɫɭ ɥɚɤɢ ɡɚ ɡɥɨɭɩɨɬɪɟɛɭ, ɬʁ. ɧɟ ɦɨɝɭ ɛɢɬɢ ɞɚʂɢɧɫɤɢ 
ɢɫɤɨɪɢɲʄɟɧɢ. 
ɍ ɬɢɩɫɤɢ ɧɟɡɚɜɢɫɧɟ ɧɚɩɚɞɟ ɫɩɚɞɚʁɭ ɩɪɢɫɥɭɲɤɢɜɚʃɟ ɟɬɪɚ ɩɪɟɤɨ WiFi 
ɦɪɟɠɟ ɢ ɰɭɪɟʃɟ ɩɨɞɚɬɚɤɚ ɤɪɨɡ ɩɪɨɢɡɜɨɻɚɱɟɜo ɢɧɫɬɚɥɢɪɚʃɟ 
ɧɟɚɭɬɨɪɢɡɨɜɚɧɢɯ ɫɟɪɜɢɫɚ ɤɨʁɢ ɨɦɨɝɭʄɭʁɭ „ɡɚɞʃɚ ɜɪɚɬɚ“ (back door). ɇɚɩɚɞɚɱ 
ɭɡ ɩɨɦɨʄ ɨɞɝɨɜɚɪɚʁɭʄɟ ɨɩɪɟɦɟ ɩɪɢɫɥɭɲɤɭʁɟ ɤɨɦɭɧɢɤɚɰɢɨɧɢ ɤɚɧɚɥ ɢɡɦɟɻɭ 
ɞɜɚ ɤɨɪɢɫɧɢɤɚ, ɞɟɬɟɤɬɭʁɟ ɩɨʁɟɞɢɧɚɱɧɟ ɫɥɚɛɨɫɬɢ, ɭɛɚɰɭʁɟ ɫɟ ɭ ɤɚɧɚɥ ɢ ɜɪɚʄɚ 
ɧɟɤɨɪɟɤɬɧɟ ɩɨɞɚɬɤɟ. ɍ ɫɥɭɱɚʁɭ ɧɚɩɚɞɚ ɧɚ ɦɨɝɭʄɢ back door ɧɚɩɚɞɚɱ ɢɦɚ 
ɧɟɨɦɟɬɚɧɭ ɦɨɝɭʄɧɨɫɬ ɦɨɞɢɮɢɤɨɜɚʃɚ, ɨɞɧɨɫɧɨ ɧɚɪɭɲɚɜɚʃɚ ɢɧɬɟɝɪɢɬɟɬɚ 
ɩɨɞɚɬɚɤɚ. Ɉɜɚɤɜɢ ɧɚɩɚɞɢ ɧɟ ɡɚɜɢɫɟ ɨɞ ɬɢɩɚ ɢɥɢ ɜɪɫɬɟ ɭɪɟɻɚʁɚ. 
ɋɨɮɬɜɟɪɫɤɢɯ ɧɚɩɚɞɚ ɢɦɚ ɜɢɲɟ ɜɪɫɬɚ. Ⱦɨɝɚɻɚʁɭ ɫɟ ɢɡɜɪɲɚɜɚʃɟɦ 
ɦɚɥɢɰɢɨɡɧɢɯ ɩɪɨɝɪɚɦɚ ɢɥɢ ɤɪɚɻɨɦ ɢɞɟɧɬɢɬɟɬɚ ɦɨɛɢɥɧɨɝ ɩɪɟɬɩɥɚɬɧɢɤɚ 
(ɲɩɢʁɭɧɚɠɚ). Ɉɜɢ ɧɚɩɚɞɢ ɧɚʁɱɟɲʄɟ ɦɨɝɭ ɛɢɬɢ ɮɢɧɚɧɫɢʁɫɤɢ ɦɨɬɢɜɢɫɚɧɢ. 
ɇɚɩɚɞɢ ɫɟ ɦɨɝɭ ɢɡɜɪɲɢɬɢ ɢ ɩɪɟɤɨ ɨɞɪɟɻɟɧɢɯ ɫɟɪɜɢɫɚ ɦɨɛɢɥɧɟ ɬɟɥɟɮɨɧɢʁɟ 
ɤɚɨ ɲɬɨ ɫɭ SMS, MMS, EMS, GPRS, ɩɪɟɤɨ ɦɨɛɢɥɧɨɝ ɂɧɬɟɪɧɟɬ 
ɩɪɟɬɪɚɠɢɜɚɱɚ, ɤɨɪɢɫɧɢɱɤɢ ɢɧɫɬɚɥɢɪɚɧɨɝ ɡɥɨɧɚɦɟɪɧɨɝ ɫɨɮɬɜɟɪɚ, ɤɚɨ ɢ 
ɚɧɬɢɜɢɪɭɫɧɨɝ ɫɢɫɬɟɦɚ ɡɚ ɡɚɲɬɢɬɭ. 
Ʉɨɪɢɫɧɢɱɤɢ ɨɪɢjɟɧɬɢɫɚɧɢ ɧɚɩɚɞɢ ɤɨɪɢɫɬɟ ɫɥɚɛɨɫɬɢ ɤɨʁɟ ɧɢɫɭ 
ɬɟɯɧɢɱɤɟ ɩɪɢɪɨɞɟ. Ɇɧɨɝɢ ɦɚɥɢɰɢɨɡɧɢ ɩɪɨɝɪɚɦɢ ɡɚ ɦɨɛɢɥɧɟ ɭɪɟɻɚʁɟ ɤɨɪɢɫɬɟ 
ɫɢɝɭɪɧɨɫɧɟ ɩɪɨɩɭɫɬɟ ɤɨʁɢ ɧɢɫɭ ɬɟɯɧɢɱɤɟ, ɨɞɧɨɫɧɨ ɩɪɨɝɪɚɦɫɤɟ ɩɪɢɪɨɞɟ, ɚ 
ɫɜɨʁɢɦ ɩɨɤɪɟɬɚʃɟɦ ɢɡɜɪɲɚɜɚʁɭ ɧɢɡ ɤɨɪɢɫɧɢɱɤɢɯ ɧɟɨɜɥɚɲɬɟɧɢɯ ɩɪɨɰɟɫɚ. 
Ɂɚɯɜɚʂɭʁɭʄɢ ɫɜɨʁɨʁ ɩɪɢɪɨɞɢ ɡɚɨɛɢɥɚɡɟ ɫɢɝɭɪɧɨɫɧɟ ɦɟɯɚɧɢɡɦɟ, ɱɢɦɟ 
ɩɨɜɟʄɚɜɚʁɭ ɧɢɜɨ ɪɚʃɢɜɨɫɬɢ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. 
ɉɨɪɟɞ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ, ɤɚɨ ɲɬɨ ɫɭ Windovs Mobile ɢ Simbian OS, 
ɦɨɛɢɥɧɢ ɫɜɟɬ ʁɟ ɬɨɤɨɦ ɩɨɫɥɟɞʃɢɯ ɧɟɤɨɥɢɤɨ ɝɨɞɢɧɚ ɡɚɛɟɠɢɨ ɢ ɩɨʁɚɜɭ iPhone 
iOS ɢ Linux Android ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. ɂɚɤɨ ɫɭ ɭ ɩɢɬɚʃɭ ɦɥɚɞɟ 
ɬɟɯɧɨɥɨɝɢʁɟ, ɨɛɚ ɨɩɟɪɚɬɢɜɧɚ ɫɢɫɬɟɦɚ ɫɭ ɜɟʄ ɫɬɟɤɥɚ ɜɟɥɢɤɢ ɭɞɟɨ ɧɚ ɬɪɠɢɲɬɭ 
ɦɨɛɢɥɧɢɯ ɭɪɟɻɚʁɚ, ɚ ɭ ɛɭɞɭʄɧɨɫɬɢ ɫɟ ɨɱɟɤɭʁɟ ʃɢɯɨɜ ʁɨɲ ɜɟʄɢ ɪɚɫɬ. Ɍɚɛɟɥɚ 1 







Ȼɟɡɛɟɞɧɨɫɬ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɧɚ ɦɨɛɢɥɧɢɦ ɭɪɟɻɚʁɢɦɚ 
 
ɋɚ ɚɫɩɟɤɬɚ ɛɟɡɛɟɞɧɨɫɬɢ ɩɨɫɬɨʁɟ ɪɚɡɥɢɱɢɬɢ ɧɚɩɚɞɢ ɧɚ ɤɨɦɭɧɢɤɚɰɢɨɧɢ 
ɤɚɧɚɥ ɦɨɛɢɥɧɨɝ ɬɟɥɟɮɨɧɚ, ɨɞɧɨɫɧɨ ɧɚ ɪɚɞɧɨ ɨɤɪɭɠɟʃɟ ɦɨɛɢɥɧɨɝ ɭɪɟɻɚʁɚ. 
ɉɪɟɬʃɟ ɩɨ ɛɟɡɛɟɞɧɨɫɬ ɦɨɛɢɥɧɨɝ ɭɪɟɻɚʁɚ ɤɥɚɫɢɮɢɤɨɜɚɧɟ ɫɭ ɩɨ ɫɜɨʁɨʁ 
ɩɪɢɩɚɞɧɨɫɬɢ, ɚ ɞɟɥɢɦɨ ɢɯ ɧɚ ɱɟɬɢɪɢ ɤɥɚɫɟ: ɯɚɪɞɜɟɪɫɤɟ, ɬɢɩɫɤɟ ɧɟɡɚɜɢɫɧɟ, 
ɫɨɮɬɜɟɪɫɤɟ ɢ ɤɨɪɢɫɧɢɱɤɟ (Muthumanickam, Ilavarasan, 2014:2383-2384). 
ɏɚɪɞɜɟɪɫɤɢ ɧɚɩɚɞɢ ɩɪɢɩɚɞɚʁɭ ɞɟɥɭ ɛɟɡɛɟɞɧɨɫɬɢ ɦɨɛɢɥɧɢɯ ɭɪɟɻɚʁɚ ɫɚ 
ɚɫɩɟɤɬɚ ɲɢɪɟɝ ɫɬɚɧɨɜɢɲɬɚ. Ɉɜɟ ɜɪɫɬɟ ɧɚɩɚɞɚ ɫɟ ɢɡɜɪɲɚɜɚʁɭ ɩɪɟɩɪɚɜɤɨɦ ɜɟʄ 
ɭɝɪɚɻɟɧɨɝ ɯɚɪɞɜɟɪɚ. ɉɨɲɬɨ ɡɚɯɬɟɜɚʁɭ ɮɢɡɢɱɤɢ ɩɪɢɫɬɭɩ ɯɚɪɞɜɟɪɭ ɦɨɛɢɥɧɨɝ 
ɭɪɟɻɚʁɚ, ɨɜɚɤɜɢ ɧɚɩɚɞɢ ɧɢɫɭ ɥɚɤɢ ɡɚ ɡɥɨɭɩɨɬɪɟɛɭ, ɬʁ. ɧɟ ɦɨɝɭ ɛɢɬɢ ɞɚʂɢɧɫɤɢ 
ɢɫɤɨɪɢɲʄɟɧɢ. 
ɍ ɬɢɩɫɤɢ ɧɟɡɚɜɢɫɧɟ ɧɚɩɚɞɟ ɫɩɚɞɚʁɭ ɩɪɢɫɥɭɲɤɢɜɚʃɟ ɟɬɪɚ ɩɪɟɤɨ WiFi 
ɦɪɟɠɟ ɢ ɰɭɪɟʃɟ ɩɨɞɚɬɚɤɚ ɤɪɨɡ ɩɪɨɢɡɜɨɻɚɱɟɜo ɢɧɫɬɚɥɢɪɚʃɟ 
ɧɟɚɭɬɨɪɢɡɨɜɚɧɢɯ ɫɟɪɜɢɫɚ ɤɨʁɢ ɨɦɨɝɭʄɭʁɭ „ɡɚɞʃɚ ɜɪɚɬɚ“ (back door). ɇɚɩɚɞɚɱ 
ɭɡ ɩɨɦɨʄ ɨɞɝɨɜɚɪɚʁɭʄɟ ɨɩɪɟɦɟ ɩɪɢɫɥɭɲɤɭʁɟ ɤɨɦɭɧɢɤɚɰɢɨɧɢ ɤɚɧɚɥ ɢɡɦɟɻɭ 
ɞɜɚ ɤɨɪɢɫɧɢɤɚ, ɞɟɬɟɤɬɭʁɟ ɩɨʁɟɞɢɧɚɱɧɟ ɫɥɚɛɨɫɬɢ, ɭɛɚɰɭʁɟ ɫɟ ɭ ɤɚɧɚɥ ɢ ɜɪɚʄɚ 
ɧɟɤɨɪɟɤɬɧɟ ɩɨɞɚɬɤɟ. ɍ ɫɥɭɱɚʁɭ ɧɚɩɚɞɚ ɧɚ ɦɨɝɭʄɢ back door ɧɚɩɚɞɚɱ ɢɦɚ 
ɧɟɨɦɟɬɚɧɭ ɦɨɝɭʄɧɨɫɬ ɦɨɞɢɮɢɤɨɜɚʃɚ, ɨɞɧɨɫɧɨ ɧɚɪɭɲɚɜɚʃɚ ɢɧɬɟɝɪɢɬɟɬɚ 
ɩɨɞɚɬɚɤɚ. Ɉɜɚɤɜɢ ɧɚɩɚɞɢ ɧɟ ɡɚɜɢɫɟ ɨɞ ɬɢɩɚ ɢɥɢ ɜɪɫɬɟ ɭɪɟɻɚʁɚ. 
ɋɨɮɬɜɟɪɫɤɢɯ ɧɚɩɚɞɚ ɢɦɚ ɜɢɲɟ ɜɪɫɬɚ. Ⱦɨɝɚɻɚʁɭ ɫɟ ɢɡɜɪɲɚɜɚʃɟɦ 
ɦɚɥɢɰɢɨɡɧɢɯ ɩɪɨɝɪɚɦɚ ɢɥɢ ɤɪɚɻɨɦ ɢɞɟɧɬɢɬɟɬɚ ɦɨɛɢɥɧɨɝ ɩɪɟɬɩɥɚɬɧɢɤɚ 
(ɲɩɢʁɭɧɚɠɚ). Ɉɜɢ ɧɚɩɚɞɢ ɧɚʁɱɟɲʄɟ ɦɨɝɭ ɛɢɬɢ ɮɢɧɚɧɫɢʁɫɤɢ ɦɨɬɢɜɢɫɚɧɢ. 
ɇɚɩɚɞɢ ɫɟ ɦɨɝɭ ɢɡɜɪɲɢɬɢ ɢ ɩɪɟɤɨ ɨɞɪɟɻɟɧɢɯ ɫɟɪɜɢɫɚ ɦɨɛɢɥɧɟ ɬɟɥɟɮɨɧɢʁɟ 
ɤɚɨ ɲɬɨ ɫɭ SMS, MMS, EMS, GPRS, ɩɪɟɤɨ ɦɨɛɢɥɧɨɝ ɂɧɬɟɪɧɟɬ 
ɩɪɟɬɪɚɠɢɜɚɱɚ, ɤɨɪɢɫɧɢɱɤɢ ɢɧɫɬɚɥɢɪɚɧɨɝ ɡɥɨɧɚɦɟɪɧɨɝ ɫɨɮɬɜɟɪɚ, ɤɚɨ ɢ 
ɚɧɬɢɜɢɪɭɫɧɨɝ ɫɢɫɬɟɦɚ ɡɚ ɡɚɲɬɢɬɭ. 
Ʉɨɪɢɫɧɢɱɤɢ ɨɪɢjɟɧɬɢɫɚɧɢ ɧɚɩɚɞɢ ɤɨɪɢɫɬɟ ɫɥɚɛɨɫɬɢ ɤɨʁɟ ɧɢɫɭ 
ɬɟɯɧɢɱɤɟ ɩɪɢɪɨɞɟ. Ɇɧɨɝɢ ɦɚɥɢɰɢɨɡɧɢ ɩɪɨɝɪɚɦɢ ɡɚ ɦɨɛɢɥɧɟ ɭɪɟɻɚʁɟ ɤɨɪɢɫɬɟ 
ɫɢɝɭɪɧɨɫɧɟ ɩɪɨɩɭɫɬɟ ɤɨʁɢ ɧɢɫɭ ɬɟɯɧɢɱɤɟ, ɨɞɧɨɫɧɨ ɩɪɨɝɪɚɦɫɤɟ ɩɪɢɪɨɞɟ, ɚ 
ɫɜɨʁɢɦ ɩɨɤɪɟɬɚʃɟɦ ɢɡɜɪɲɚɜɚʁɭ ɧɢɡ ɤɨɪɢɫɧɢɱɤɢɯ ɧɟɨɜɥɚɲɬɟɧɢɯ ɩɪɨɰɟɫɚ. 
Ɂɚɯɜɚʂɭʁɭʄɢ ɫɜɨʁɨʁ ɩɪɢɪɨɞɢ ɡɚɨɛɢɥɚɡɟ ɫɢɝɭɪɧɨɫɧɟ ɦɟɯɚɧɢɡɦɟ, ɱɢɦɟ 
ɩɨɜɟʄɚɜɚʁɭ ɧɢɜɨ ɪɚʃɢɜɨɫɬɢ ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. 
ɉɨɪɟɞ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ, ɤɚɨ ɲɬɨ ɫɭ Windovs Mobile ɢ Simbian OS, 
ɦɨɛɢɥɧɢ ɫɜɟɬ ʁɟ ɬɨɤɨɦ ɩɨɫɥɟɞʃɢɯ ɧɟɤɨɥɢɤɨ ɝɨɞɢɧɚ ɡɚɛɟɠɢɨ ɢ ɩɨʁɚɜɭ iPhone 
iOS ɢ Linux Android ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ. ɂɚɤɨ ɫɭ ɭ ɩɢɬɚʃɭ ɦɥɚɞɟ 
ɬɟɯɧɨɥɨɝɢʁɟ, ɨɛɚ ɨɩɟɪɚɬɢɜɧɚ ɫɢɫɬɟɦɚ ɫɭ ɜɟʄ ɫɬɟɤɥɚ ɜɟɥɢɤɢ ɭɞɟɨ ɧɚ ɬɪɠɢɲɬɭ 
ɦɨɛɢɥɧɢɯ ɭɪɟɻɚʁɚ, ɚ ɭ ɛɭɞɭʄɧɨɫɬɢ ɫɟ ɨɱɟɤɭʁɟ ʃɢɯɨɜ ʁɨɲ ɜɟʄɢ ɪɚɫɬ. Ɍɚɛɟɥɚ 1 





Ɍɚɛɟɥɚ 1 í ɉɪɟɝɥɟɞ ɭɩɨɬɪɟɛɟ ɨɩɟɪɚɬɢɜɧɢɯ ɫɢɫɬɟɦɚ ɡɚ ɦɨɛɢɥɧɟ ɭɪɟɻɚʁɟ, 
ɦɚɪɬ 2011. (www.gartner.com) 
Oɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 2009. 2010. 2011. 2012. 
Android 3,9% 22,7% 38,5% 48,8% 
BlackBerry 19,9% 16% 13,4% 11,1% 
iOS 14,4% 15,7% 19,4% 17,2% 
Symbian 46,9% 37,6% 19,2% 0,1% 
Windows Mobile 8,7% 4,2% 5,6% 19,5% 
Ɉɫɬɚɥɢ 6,1% 3,8% 3,9% 3,3% 
ɍɤɭɩɧɚ ɩɪɨɞɚʁɚ ɭ 
ɦɢɥɢɨɧɢɦɚ
172 297 468 631 
 
ɂɡɛɨɪɨɦ ɦɨɛɢɥɧɨɝ ɬɟɥɟɮɨɧɚ ɫɚ ɨɞɝɨɜɚɪɚʁɭʄɢɦ ɨɩɟɪɚɬɢɜɧɢɦ 
ɫɢɫɬɟɦɨɦ ɤɨʁɢ ɩɨɞɪɠɚɜɚ ɲɢɮɪɨɜɚʃɟ ɩɨɫɬɢɠɟ ɫɟ ɜɟʄɢ ɧɢɜɨ ɛɟɡɛɟɞɧɨɫɬɢ. 
ɉɨɬɪɟɛɧɨ ʁɟ ɢɡɚɛɪɚɬɢ ɦɨɛɢɥɧɢ ɬɟɥɟɮɨɧ ɱɢʁɢ ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ 
ɩɨɞɪɠɚɜɚ ɯɚɪɞɜɟɪɫɤɢ ɛɚɡɢɪɚɧɨ ɲɢɮɪɨɜɚʃɟ. Ɉɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ iOS 
ɮɢɪɦɟ Apple ɢ BlackBarry Research In ɩɨɞɪɠɚɜɚʁɭ ɲɢɮɪɨɜɚʃɟ ɧɚ 
ɢɧɬɟɪɧɟ ɢ ɟɤɫɬɟɪɧɟ ɦɟɦɨɪɢʁɟ. Ⱥɤɨ ɭɪɟɻɚʁ ɧɟɦɚ ɦɨɝɭʄɧɨɫɬ ɲɢɮɪɨɜɚʃɚ, 
ɦɨɝɭʄɟ ʁɟ ɞɚ ɧɟɤɨ ɩɨɜɪɚɬɢ ɩɨɞɚɬɤɟ ɧɚ ɭɪɟɻɚʁɭ ɱɚɤ ɢ ɛɟɡ ɤɨɪɢɫɧɢɤɨɜɟ 
ɛɥɨɤɚɞɟ ɩɢɧɚ ɢɥɢ ɥɨɡɢɧɤɟ. Ʉɨɞ Android ɨɩɟɪɚɬɢɜɧɨɝ ɫɢɫɬɟɦɚ ɩɭɧɨ 
ɲɢɮɪɨɜɚʃɟ ʁɟ ɨɝɪɚɧɢɱɟɧɨ ɧɚ ɩɪɨɢɡɜɨɻɚɱɚ ɭɪɟɻɚʁɚ. ȼɟɪɡɢʁɟ Android 2.3 
ɜɟʄ ɧɭɞɟ ɦɨɝɭʄɧɨɫɬ ɲɢɮɪɨɜɚʃɚ ɩɨɞɚɬɚɤɚ, ɞɨɤ ɫɟ ɨɞ ɜɟɪɡɢʁɟ 3 ɧɭɞɢ 
ɩɨɞɪɲɤɚ ɡɚ ɪɚɞ ɫɚ API ɮɭɧɤɰɢʁɚɦɚ ɤɨʁɟ ɧɭɞɟ ɲɢɮɪɨɜɚʃɟ ɢ ɧɚ ɬɚɛɥɟɬ 
ɭɪɟɻɚʁɢɦɚ. Android ɛɢ ɨɞ ɜɟɪɡɢʁɟ 4 ɬɪɟɛɚɥɨ ɞɚ ɩɨɞɪɠɢ ɲɢɮɪɨɜɚʃɟ ɭ 
ɦɨɛɢɥɧɢɦ ɬɟɥɟɮɨɧɢɦɚ. 
Ʉɚɞɚ ɦɨɛɢɥɧɢ ɤɨɪɢɫɧɢɤ ɤɨɪɢɫɬɢ ʁɚɜɧɨ ɞɨɫɬɭɩɧɭ WiFi ɦɪɟɠɭ 
ɩɪɟɤɨ ɨɞɪɟɻɟɧɟ ɩɪɢɫɬɭɩɧɟ ɬɚɱɤɟ ɤɨʁɚ ɧɟ ɧɭɞɢ ɭɫɥɭɝɭ ɲɢɮɪɨɜɚʃɚ, 
ɩɨɜɟʄɚɜɚ ɫɟ ɦɨɝɭʄɧɨɫɬ ɩɪɟɫɪɟɬɚʃɚ ɢ ɦɨɞɢɮɢɤɨɜɚʃɚ ɩɨɪɭɤɟ ɤɨʁɚ ɫɟ 
ɩɪɟɧɨɫɢ ɤɪɨɡ ɟɬɚɪ (ȼɟɢɧɨɜɢʄ, ɑɚɥɢʄ, Ȼɪɤɢʄ, 2012: 92). ɇɚʁɡɧɚɱɚʁɧɢʁɟ 
ɥɨɤɚɰɢʁɟ ɤɨʁɟ ɩɪɭɠɚʁɭ ɭɫɥɭɝɟ, ɤɚɨ ɲɬɨ ɫɭ ɫɚʁɬɨɜɢ ɛɚɧɚɤɚ, ɨɛɢɱɧɨ 
ɢɦɩɥɟɦɟɧɬɢɪɚʁɭ ɫɜɨʁɭ ɫɨɩɫɬɜɟɧɭ ɤɨɧɟɤɰɢʁɭ https/ssl ɤɨʁɚ ɲɬɢɬɢ ʃɢɯɨɜ 
ɢɧɞɢɜɢɞɭɚɥɧɢ ɦɪɟɠɧɢ ɫɚɨɛɪɚʄɚʁ. ȼɟʄɢɧɚ ɫɨɰɢʁɚɥɧɢɯ ɦɪɟɠɚ ɧɟ 
ɩɨɞɪɠɚɜɚ ɨɜɚʁ ɛɟɡɛɟɞɧɨɫɧɢ ɢɧɬɟɪɮɟʁɫ, ɬɚɤɨ ɞɚ ɩɨɫɬɨʁɢ ɦɨɝɭʄɧɨɫɬ 
ɦɚɧɢɩɭɥɚɰɢʁɟ ɩɨɞɚɰɢɦɚ ɤɨʁɢ ɫɟ ɱɭɜɚʁɭ ɭ ɦɨɛɢɥɧɨɦ ɭɪɟɻɚʁɭ. ɋ ɞɪɭɝɟ 
ɫɬɪɚɧɟ, ʄɟɥɢʁɫɤɢ ɨɪɢʁɟɧɬɢɫɚɧɟ ɦɪɟɠɟ (ɤɚɨ ɲɬɨ ɫɭ 3G ɢ 4G) ɨɦɨɝɭʄɚɜɚʁɭ 
ɲɢɮɪɨɜɚʃɟ ɨɞ ɫɬɪɚɧɟ ɦɨɛɢɥɧɨɝ ɨɩɟɪɚɬɟɪɚ ɬɚɤɨ ɞa ɩɪɢɫɥɭɲɤɢɜɚʃɟ ɧɚ 









Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ, ɨɞɧɨɫɧɨ ɲɬɟɬɧɢ ɩɪɨɝɪɚɦ, ʁɟ ɫɨɮɬɜɟɪ ɤɨʁɢ 
ɩɨɤɭɲɚɜɚ ɞɚ ɭɤɪɚɞɟ ɩɨɞɚɬɤɟ ɫɚ ɪɚɱɭɧɚɪɚ, ɩɨɲɚʂɟ ɧɟɠɟʂɟɧɭ ɩɨɲɬɭ ɢɥɢ 
ɩɨɱɢɧɢ ɩɪɟɜɚɪɭ. Ɉɜɚ ɜɪɫɬɚ ɫɨɮɬɜɟɪɚ ɨɛɢɱɧɨ ɛɟɡ ɡɧɚʃɚ ɤɨɪɢɫɧɢɤɚ ɞɨɥɚɡɢ 
ɭɡ ɛɟɫɩɥɚɬɧɟ ɩɪɟɭɡɟɬɟ ɫɚɞɪɠɚʁɟ ɫɚ ɂɧɬɟɪɧɟɬɚ. Ʉɨɪɢɫɧɢɤ ɧɢʁɟ ɧɢ ɫɜɟɫɬɚɧ 
ɞɚ ɫɟ ɧɚ ɧɟɤɨʁ ɜɟɛ ɥɨɤɚɰɢʁɢ ɤɨʁɨʁ ɩɪɢɫɬɭɩɚ ɧɚɥɚɡɢ ɡɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ 
ɤɨʁɢ ɫɟ ɲɢɪɢ ɧɚ ɤɨɪɢɫɧɢɤɟ ɤɨʁɢ ɩɪɢɫɬɭɩɚʁɭ ɬɨʁ ɥɨɤɚɰɢʁɢ. Ɍɨ ʁɟ ɬɚɤɨ ʁɟɪ ʁɟ 
ɡɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɦɨɝɭʄɟ ɞɨɛɢɬɢ ɩɪɢɥɢɤɨɦ ɩɪɟɭɡɢɦɚʃɚ ɞɨɞɚɬɚɤɚ ɡɚ 
ɜɟɛ ɥɨɤɚɰɢʁɭ ɢɥɢ ɤɨɞɚ ɤɨʁɢ ɫɟ ɢɧɫɬɚɥɢɪɚ ɡɚ ɪɚɡɥɢɱɢɬɟ ɚɩɥɢɤɚɰɢʁɟ. 
ɍɨɛɢɱɚʁɟɧɢ ɫɢɦɩɬɨɦɢ ɡɥɨɧɚɦɟɪɧɨɝ ɫɨɮɬɜɟɪɚ ɫɭ: ɧɟɠɟʂɟɧɚ 
ɩɪɟɭɫɦɟɪɚɜɚʃɚ url-ɨɜɚ, ɢɫɤɚɤɚʁɭʄɢ ɨɝɥɚɫɢ, ɢɡɦɟʃɟɧɢ Google ɪɟɡɭɥɬɚɬɢ 
ɩɪɟɬɪɚɝɟ, ɞɨɞɚɬɧɟ ɧɟɠɟʂɟɧɟ ɬɪɚɤɟ ɚɥɚɬɚ ɢɥɢ ɛɨɱɧɟ ɬɪɚɤɟ ɡɚ 
ɩɪɟɬɪɚɠɢɜɚʃɟ ɭ ɜɟɛ ɩɪɟɝɥɟɞɚɱɭ ɢ ɭɫɩɨɪɟɧɚ ɛɪɡɢɧɚ ɪɚɞɚ ɪɚɱɭɧɚɪɚ. 
Ⱥɤɨ ɫɟ ɧɨɜɚ ɬɪɚɤɚ ɚɥɚɬɚ ɨɞʁɟɞɧɨɦ ɩɨʁɚɜɢ ɧɚ wɟɛ ɩɪɟɝɥɟɞɚɱɭ ɢɥɢ 
ɚɤɨ ɫɭ ɩɪɟɬɪɚɠɢɜɚʃɚ ɬɪɚɤɟ ɚɥɚɬɚ ɩɪɟɭɫɦɟɪɟɧɚ ɧɚ ɞɪɭɝɢ ɩɪɟɬɪɚɠɢɜɚɱ, 
ɩɨɫɬɨʁɢ ɜɟɥɢɤɚ ɦɨɝɭʄɧɨɫɬ ɞɚ ɪɚɱɭɧɚɪ ɢɦɚ ɢɧɫɬɚɥɢɪɚɧ ɡɥɨɧɚɦɟɪɧɢ 
ɫɨɮɬɜɟɪ. Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɧɟɤɚɞɚ ɫɟ ɩɪɟɭɡɢɦɚ ɫɚ ɛɟɫɩɥɚɬɧɢɦ 
ɩɪɟɭɡɢɦɚʃɢɦɚ ɛɟɡ ɡɧɚʃɚ ɤɨɪɢɫɧɢɤɚ. Ʉɚɞɚ ʁɟ ɢɧɫɬɚɥɢɪɚɧ, ɦɨɠɟ 
ɩɨɤɪɟɬɚɬɢ ɢɫɤɚɤɚʁɭʄɟ ɨɝɥɚɫɟ, ɩɪɟɭɫɦɟɪɚɜɚɬɢ ɤɨɪɢɫɧɢɤɚ ɧɚ ɧɟɠɟʂɟɧɟ ɜɟɛ 
ɥɨɤɚɰɢʁɟ, ɩɚ ɱɚɤ ɢ ɢɡɦɟɧɢɬɢ ɢɡɝɥɟɞ ɢ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɭɫɥɭɝɟ Google 
ɩɪɟɬɪɚɠɢɜɚʃɟ ɜɟɛɚ ɧɚ ɪɚɱɭɧɚɪɭ ɤɨɪɢɫɧɢɤɚ. Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɧɢ ɧɚ 
ɤɨʁɢ ɧɚɱɢɧ ɧɢʁɟ ɩɨɜɟɡɚɧ ɫɚ ɬɪɚɤɨɦ ɚɥɚɬɚ ɢ ɩɨɦɨʄɭ ʃɟɝɚ ɧɟ ɦɨɠɟ ɫɟ 
ɧɢɤɚɤɚɜ ɫɨɮɬɜɟɪ ɢɧɫɬɚɥɢɪɚɬɢ. Ⱥɤɨ ɧɚ ɪɚɱɭɧɚɪɭ ɧɟ ɩɨɫɬɨʁɢ ɧɟɤɢ 
ɚɧɬɢɜɢɪɭɫ ɩɪɨɝɪɚɦ, ɩɪɜɢ ɡɧɚɤ ɞɚ ʁɟ ɪɚɱɭɧɚɪ ɡɚɪɚɠɟɧ ʁɟ ʃɟɝɨɜɨ 
ɭɫɩɨɪɟʃɟ. ɋɩɨɪɨ ɪɚɞɢ, ɫɩɨɪɨ ɫɟ ɝɚɫɢ ɢɥɢ ɦɭ ɤɚɞ ɫɟ ɭɩɚɥɢ, ɬɪɟɛɚ ɜɪɟɦɟɧɚ 
ɞɚ ɩɨɞɢɝɧɟ ɫɢɫɬɟɦ. Ɍɚɤɨɻɟ, ɚɤɨ ɭ ɞɨʃɟɦ ɞɟɫɧɨɦ ɭɝɥɭ, ɤɨɞ ɫɚɬɚ, ɩɨɱɧɭ ɞɚ 
ɢɫɤɚɱɭ ɨɛɚɜɟɲɬɟʃɚ ɤɚɨ ɲɬɨ ɫɭ: Scan your PC, Your PC infected... ɢɬɞ., ɬɨ 
ʁɟ ɡɧɚɤ ɞɚ ʁɟ ɪɚɱɭɧɚɪ ɤɨɪɢɫɧɢɤɚ ɩɨɤɭɩɢɨ ɜɢɪɭɫ ɫɚ ɂɧɬɟɪɧɟɬɚ ɢɥɢ ɧɟɤɨɝ 
usb ɮɥɟɲ ɞɢɫɤɚ. ɇɚʁɱɟɲʄɟ ɫɟ ɩɪɟɤɨ ɞɪɭɲɬɜɟɧɟ ɦɪɟɠɟ Ɏɟʁɫɛɭɤ „ɡɚɩɚɬɢ“ 
ɬɪɨʁɚɧɫɤɢ ɤɨʃ, ɤɥɢɤɨɦ ɧɚ ɧɟɤɢ ɜɢɞɟɨ ɫɧɢɦɚɤ ɤɨʁɢ ɡɚɯɬɟɜɚ ɢɧɫɬɚɥɚɰɢʁɭ 
ɞɨɞɚɬɧɨɝ ɩɪɨɝɪɚɦɚ ɡɚ ɩɪɟɝɥɟɞ. ɉɨɫɟɬɨɦ ɫɚʁɬɨɜɢɦɚ ɫɚ ɩɨɪɧɨɝɪɚɮɫɤɢɦ 
ɫɚɞɪɠɚʁɟɦ ɧɚ ɪɚɱɭɧɚɪɭ ɫɟ ɧɟɩɪɢɦɟɬɧɨ ɦɨɝɭ ɢɧɫɬɚɥɢɪɚɬɢ ɲɬɟɬɧɢ ɦɚɥɜɟɪ 
ɩɪɨɝɪɚɦɢ ɢ ɩɪɨɝɪɚɦɢ ɤɨʁɢ ɩɚɦɬɟ ɫɜɚɤɢ ɩɪɢɬɢɫɧɭɬɢ ɬɚɫɬɟɪ ɧɚ ɬɚɫɬɚɬɭɪɢ 
(keyloger). ɍɩɨɬɪɟɛɚ ɫɬɚɪɢʁɟ ɜɟɪɡɢʁɟ Internet Explorer-a ɤɚɨ 
ɩɨɞɪɚɡɭɦɟɜɚɧɨɝ ɜɟɛ ɩɪɟɬɪɚɠɢɜɚɱɚ ɦɨɠɟ ɞɚ ɡɚɪɚɡɢ ɤɨɦɩʁɭɬɟɪ. Internet 
Explorer ʁɟ ɢɧɚɱɟ ɫɥɚɛɨ ɨɬɩɨɪɚɧ ɧɚ ɪɚɡɧɟ ɧɚɩɚɞɟ ɫɚ ɂɧɬɟɪɧɟɬɚ. 
ɉɨɫɟʄɢɜɚʃɟ ɫɚʁɬɨɜɚ ɤɨʁɢ ɧɭɞɟ „crack, kaygen, patch“ ɭɝɥɚɜɧɨɦ 
ɩɪɨɭɡɪɨɤɭʁɟ ɩɪɟɭɡɢɦɚʃɟ ɢ ɬɪɨʁɚɧɫɤɨɝ ɤɨʃɚ, ɦɚɥɜɟɪɚ ɢɥɢ ɜɢɪɭɫɚ. Ɂɚɬɨ ʁɟ 
ɜɪɥɨ ɨɩɚɫɧɨ ɫɤɢɞɚɬɢ ɢ, ʁɨɲ ɝɨɪɟ, ɢɧɫɬɚɥɢɪɚɬɢ ɛɢɥɨ ɤɚɤɚɜ ɤɪɟɤ. 





Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ, ɨɞɧɨɫɧɨ ɲɬɟɬɧɢ ɩɪɨɝɪɚɦ, ʁɟ ɫɨɮɬɜɟɪ ɤɨʁɢ 
ɩɨɤɭɲɚɜɚ ɞɚ ɭɤɪɚɞɟ ɩɨɞɚɬɤɟ ɫɚ ɪɚɱɭɧɚɪɚ, ɩɨɲɚʂɟ ɧɟɠɟʂɟɧɭ ɩɨɲɬɭ ɢɥɢ 
ɩɨɱɢɧɢ ɩɪɟɜɚɪɭ. Ɉɜɚ ɜɪɫɬɚ ɫɨɮɬɜɟɪɚ ɨɛɢɱɧɨ ɛɟɡ ɡɧɚʃɚ ɤɨɪɢɫɧɢɤɚ ɞɨɥɚɡɢ 
ɭɡ ɛɟɫɩɥɚɬɧɟ ɩɪɟɭɡɟɬɟ ɫɚɞɪɠɚʁɟ ɫɚ ɂɧɬɟɪɧɟɬɚ. Ʉɨɪɢɫɧɢɤ ɧɢʁɟ ɧɢ ɫɜɟɫɬɚɧ 
ɞɚ ɫɟ ɧɚ ɧɟɤɨʁ ɜɟɛ ɥɨɤɚɰɢʁɢ ɤɨʁɨʁ ɩɪɢɫɬɭɩɚ ɧɚɥɚɡɢ ɡɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ 
ɤɨʁɢ ɫɟ ɲɢɪɢ ɧɚ ɤɨɪɢɫɧɢɤɟ ɤɨʁɢ ɩɪɢɫɬɭɩɚʁɭ ɬɨʁ ɥɨɤɚɰɢʁɢ. Ɍɨ ʁɟ ɬɚɤɨ ʁɟɪ ʁɟ 
ɡɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɦɨɝɭʄɟ ɞɨɛɢɬɢ ɩɪɢɥɢɤɨɦ ɩɪɟɭɡɢɦɚʃɚ ɞɨɞɚɬɚɤɚ ɡɚ 
ɜɟɛ ɥɨɤɚɰɢʁɭ ɢɥɢ ɤɨɞɚ ɤɨʁɢ ɫɟ ɢɧɫɬɚɥɢɪɚ ɡɚ ɪɚɡɥɢɱɢɬɟ ɚɩɥɢɤɚɰɢʁɟ. 
ɍɨɛɢɱɚʁɟɧɢ ɫɢɦɩɬɨɦɢ ɡɥɨɧɚɦɟɪɧɨɝ ɫɨɮɬɜɟɪɚ ɫɭ: ɧɟɠɟʂɟɧɚ 
ɩɪɟɭɫɦɟɪɚɜɚʃɚ url-ɨɜɚ, ɢɫɤɚɤɚʁɭʄɢ ɨɝɥɚɫɢ, ɢɡɦɟʃɟɧɢ Google ɪɟɡɭɥɬɚɬɢ 
ɩɪɟɬɪɚɝɟ, ɞɨɞɚɬɧɟ ɧɟɠɟʂɟɧɟ ɬɪɚɤɟ ɚɥɚɬɚ ɢɥɢ ɛɨɱɧɟ ɬɪɚɤɟ ɡɚ 
ɩɪɟɬɪɚɠɢɜɚʃɟ ɭ ɜɟɛ ɩɪɟɝɥɟɞɚɱɭ ɢ ɭɫɩɨɪɟɧɚ ɛɪɡɢɧɚ ɪɚɞɚ ɪɚɱɭɧɚɪɚ. 
Ⱥɤɨ ɫɟ ɧɨɜɚ ɬɪɚɤɚ ɚɥɚɬɚ ɨɞʁɟɞɧɨɦ ɩɨʁɚɜɢ ɧɚ wɟɛ ɩɪɟɝɥɟɞɚɱɭ ɢɥɢ 
ɚɤɨ ɫɭ ɩɪɟɬɪɚɠɢɜɚʃɚ ɬɪɚɤɟ ɚɥɚɬɚ ɩɪɟɭɫɦɟɪɟɧɚ ɧɚ ɞɪɭɝɢ ɩɪɟɬɪɚɠɢɜɚɱ, 
ɩɨɫɬɨʁɢ ɜɟɥɢɤɚ ɦɨɝɭʄɧɨɫɬ ɞɚ ɪɚɱɭɧɚɪ ɢɦɚ ɢɧɫɬɚɥɢɪɚɧ ɡɥɨɧɚɦɟɪɧɢ 
ɫɨɮɬɜɟɪ. Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɧɟɤɚɞɚ ɫɟ ɩɪɟɭɡɢɦɚ ɫɚ ɛɟɫɩɥɚɬɧɢɦ 
ɩɪɟɭɡɢɦɚʃɢɦɚ ɛɟɡ ɡɧɚʃɚ ɤɨɪɢɫɧɢɤɚ. Ʉɚɞɚ ʁɟ ɢɧɫɬɚɥɢɪɚɧ, ɦɨɠɟ 
ɩɨɤɪɟɬɚɬɢ ɢɫɤɚɤɚʁɭʄɟ ɨɝɥɚɫɟ, ɩɪɟɭɫɦɟɪɚɜɚɬɢ ɤɨɪɢɫɧɢɤɚ ɧɚ ɧɟɠɟʂɟɧɟ ɜɟɛ 
ɥɨɤɚɰɢʁɟ, ɩɚ ɱɚɤ ɢ ɢɡɦɟɧɢɬɢ ɢɡɝɥɟɞ ɢ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɭɫɥɭɝɟ Google 
ɩɪɟɬɪɚɠɢɜɚʃɟ ɜɟɛɚ ɧɚ ɪɚɱɭɧɚɪɭ ɤɨɪɢɫɧɢɤɚ. Ɂɥɨɧɚɦɟɪɧɢ ɫɨɮɬɜɟɪ ɧɢ ɧɚ 
ɤɨʁɢ ɧɚɱɢɧ ɧɢʁɟ ɩɨɜɟɡɚɧ ɫɚ ɬɪɚɤɨɦ ɚɥɚɬɚ ɢ ɩɨɦɨʄɭ ʃɟɝɚ ɧɟ ɦɨɠɟ ɫɟ 
ɧɢɤɚɤɚɜ ɫɨɮɬɜɟɪ ɢɧɫɬɚɥɢɪɚɬɢ. Ⱥɤɨ ɧɚ ɪɚɱɭɧɚɪɭ ɧɟ ɩɨɫɬɨʁɢ ɧɟɤɢ 
ɚɧɬɢɜɢɪɭɫ ɩɪɨɝɪɚɦ, ɩɪɜɢ ɡɧɚɤ ɞɚ ʁɟ ɪɚɱɭɧɚɪ ɡɚɪɚɠɟɧ ʁɟ ʃɟɝɨɜɨ 
ɭɫɩɨɪɟʃɟ. ɋɩɨɪɨ ɪɚɞɢ, ɫɩɨɪɨ ɫɟ ɝɚɫɢ ɢɥɢ ɦɭ ɤɚɞ ɫɟ ɭɩɚɥɢ, ɬɪɟɛɚ ɜɪɟɦɟɧɚ 
ɞɚ ɩɨɞɢɝɧɟ ɫɢɫɬɟɦ. Ɍɚɤɨɻɟ, ɚɤɨ ɭ ɞɨʃɟɦ ɞɟɫɧɨɦ ɭɝɥɭ, ɤɨɞ ɫɚɬɚ, ɩɨɱɧɭ ɞɚ 
ɢɫɤɚɱɭ ɨɛɚɜɟɲɬɟʃɚ ɤɚɨ ɲɬɨ ɫɭ: Scan your PC, Your PC infected... ɢɬɞ., ɬɨ 
ʁɟ ɡɧɚɤ ɞɚ ʁɟ ɪɚɱɭɧɚɪ ɤɨɪɢɫɧɢɤɚ ɩɨɤɭɩɢɨ ɜɢɪɭɫ ɫɚ ɂɧɬɟɪɧɟɬɚ ɢɥɢ ɧɟɤɨɝ 
usb ɮɥɟɲ ɞɢɫɤɚ. ɇɚʁɱɟɲʄɟ ɫɟ ɩɪɟɤɨ ɞɪɭɲɬɜɟɧɟ ɦɪɟɠɟ Ɏɟʁɫɛɭɤ „ɡɚɩɚɬɢ“ 
ɬɪɨʁɚɧɫɤɢ ɤɨʃ, ɤɥɢɤɨɦ ɧɚ ɧɟɤɢ ɜɢɞɟɨ ɫɧɢɦɚɤ ɤɨʁɢ ɡɚɯɬɟɜɚ ɢɧɫɬɚɥɚɰɢʁɭ 
ɞɨɞɚɬɧɨɝ ɩɪɨɝɪɚɦɚ ɡɚ ɩɪɟɝɥɟɞ. ɉɨɫɟɬɨɦ ɫɚʁɬɨɜɢɦɚ ɫɚ ɩɨɪɧɨɝɪɚɮɫɤɢɦ 
ɫɚɞɪɠɚʁɟɦ ɧɚ ɪɚɱɭɧɚɪɭ ɫɟ ɧɟɩɪɢɦɟɬɧɨ ɦɨɝɭ ɢɧɫɬɚɥɢɪɚɬɢ ɲɬɟɬɧɢ ɦɚɥɜɟɪ 
ɩɪɨɝɪɚɦɢ ɢ ɩɪɨɝɪɚɦɢ ɤɨʁɢ ɩɚɦɬɟ ɫɜɚɤɢ ɩɪɢɬɢɫɧɭɬɢ ɬɚɫɬɟɪ ɧɚ ɬɚɫɬɚɬɭɪɢ 
(keyloger). ɍɩɨɬɪɟɛɚ ɫɬɚɪɢʁɟ ɜɟɪɡɢʁɟ Internet Explorer-a ɤɚɨ 
ɩɨɞɪɚɡɭɦɟɜɚɧɨɝ ɜɟɛ ɩɪɟɬɪɚɠɢɜɚɱɚ ɦɨɠɟ ɞɚ ɡɚɪɚɡɢ ɤɨɦɩʁɭɬɟɪ. Internet 
Explorer ʁɟ ɢɧɚɱɟ ɫɥɚɛɨ ɨɬɩɨɪɚɧ ɧɚ ɪɚɡɧɟ ɧɚɩɚɞɟ ɫɚ ɂɧɬɟɪɧɟɬɚ. 
ɉɨɫɟʄɢɜɚʃɟ ɫɚʁɬɨɜɚ ɤɨʁɢ ɧɭɞɟ „crack, kaygen, patch“ ɭɝɥɚɜɧɨɦ 
ɩɪɨɭɡɪɨɤɭʁɟ ɩɪɟɭɡɢɦɚʃɟ ɢ ɬɪɨʁɚɧɫɤɨɝ ɤɨʃɚ, ɦɚɥɜɟɪɚ ɢɥɢ ɜɢɪɭɫɚ. Ɂɚɬɨ ʁɟ 
ɜɪɥɨ ɨɩɚɫɧɨ ɫɤɢɞɚɬɢ ɢ, ʁɨɲ ɝɨɪɟ, ɢɧɫɬɚɥɢɪɚɬɢ ɛɢɥɨ ɤɚɤɚɜ ɤɪɟɤ. 
Ʉɪɟɤɨɜɚɧɢ ɩɪɨɝɪɚɦɢ ɭɝɥɚɜɧɨɦ ɫɚɞɪɠɟ ɜɢɪɭɫɟ. 
ɍɡ ɬɨɥɢɤɨ ɡɥɨɧɚɦɟɪɧɢɯ ɩɪɨɝɪɚɦɚ ɢ ɜɢɪɭɫɚ ɤɨʁɢ ɭɬɢɱɭ ɧɚ ɪɚɱɭɧɚɪɟ 
ɢ ɦɨɛɢɥɧɟ ɭɪɟɻɚʁɟ, ɜɚɠɧɨ ʁɟ ɛɢɬɢ ɭɩɭʄɟɧ ɧɚ ɨɩɚɫɧɨɫɬ ɤɨʁɚ ɜɪɟɛɚ. Ⱥɤɨ 
ɤɨɪɢɫɧɢɤ ɧɢʁɟ ɩɚɠʂɢɜ, ɦɨɠɟ ɞɚ ɫɟ ɧɚɻɟ ɭ ɨɡɛɢʂɧɨʁ ɧɟɜɨʂɢ. 
ɉɪɟɦɚ ɧɚɜɨɞɢɦɚ ɚɦɟɪɢɱɤɟ ɚɝɟɧɰɢʁɟ ɤɨʁɚ ɫɟ ɛɚɜɢ ɛɟɡɛɟɞɧɨɫɧɢɦ 
ɩɪɨɩɭɫɬɢɦɚ, National Vulnerability Database (NVD), ɭ 2014. ɝɨɞɢɧɢ ʁɟ ɭ 
ɩɪɨɫɟɤɭ ɫɜɚɤɨɞɧɟɜɧɨ ɪɟɝɢɫɬɪɨɜɚɧɨ 19 ɧɨɜɢɯ ɪɚʃɢɜɨɫɬɢ. ɒɬɨ ɫɟ ɬɢɱɟ 
ɛɟɡɛɟɞɧɨɫɬɢ, ɜɟɥɢɤɨ ʁɟ ɢɡɧɟɧɚɻɟʃɟ ɞɚ Microsoft Windows ɜɢɲɟ ɧɢʁɟ ɧɚ 
ɩɪɜɨɦ ɦɟɫɬɭ ɤɚɞɚ ʁɟ ɭ ɩɢɬɚʃɭ ɛɪɨʁ ɩɪɢʁɚɜʂɟɧɢɯ ɛɟɡɛɟɞɧɨɫɧɢɯ ɩɪɨɩɭɫɬɚ. 
ɇɚ ɩɪɜɨɦ ɦɟɫɬɭ ʁɟ Apple Mac OS X ɫɚ ɭɤɭɩɧɨ ɩɪɢʁɚɜʂɟɧɢɯ 147 
ɪɚʃɢɜɨɫɬɢ ɩɪɨɲɥɟ ɝɨɞɢɧɟ, ɨɞ ɤɨʁɢɯ ɫɭ 64 ɤɥɚɫɢɮɢɤɨɜɚɧɟ ɤɚɨ ɩɪɟɬʃɟ ɧɚ 
ɜɢɫɨɤɨɦ ɧɢɜɨɭ. ɇɚ ɞɪɭɝɨɦ ɦɟɫɬɭ ʁɟ ɬɚɤɨɻɟ Apple, ɬɚɱɧɢʁɟ ʃɟɝɨɜ ɦɨɛɢɥɧɢ 
ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦ iɈS. ɍ 2014. ʁɟ ɡɚ Apple iɈS ɭɤɭɩɧɨ ɩɪɢʁɚɜʂɟɧɨ 127 
ɪɚʃɢɜɫɬɢ, ɨɞ ɤɨʁɢɯ ɫɭ 32 ɤɥɚɫɢɮɢɤɨɜɚɧɟ ɤɚɨ ɩɪɟɬʃɟ ɧɚ ɜɢɫɨɤɨɦ ɧɢɜɨɭ. 
ɇɚ ɜɢɫɨɤɨɦ ɬɪɟʄɟɦ ɦɟɫɬɭ ɧɚɥɚɡɢ ɫɟ Linux ɫɚ 119 ɩɪɢʁɚɜʂɟɧɢɯ 
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Abstract: Although there are many things that need protection, the 
main ones are those that appear on the Internet. Many harmful programs 
instal themselves surreptitiously on the user's computer and their infiltration 
cannot be influenced without proper protection. When this happens, it is usu-
ally too late and a thorough inspection of the whole computer is needed. 
Many viruses and hackers on many mobile devices are becoming an increas-
ing problem in today's protection of personal information. Viruses for mobile 
phones have been known for a long time, yet the majority of users of these 
devices infected with malware are not aware of the infection because they do 
not know for the existence of security vulnerabilities of their operating sys-
tems. This paper presents an overview of the corresponding operating sys-
tems that support encryption in relation to the selected mobile phone, which 
can lead to a greater level of security of the device. There are many different 
types of harmful software that affect the security of mobile devices as well as 
personal computer systems of users, such as viruses, Trojans, malware, boot-
kits and others. Master boot sector, the first sector of the hard disk in a com-
puter system which contains the code needed to run the operating system is 
often the target of specific types of viruses called bootkits or rootkits. Since 
they are invisible to the operating system it is very difficult to remove them 
from an infected computer.  Therefore the review of the existence of vulner-
abilities in operating systems offered in this paper is an attempt at drawing 
attention to their possible attacks. 
Keywords:  operating systems, vulnerability, malicious program, boot 
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